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ABSTRACT: Structural health monitoring (SHM) can be used to assess the state of health of civil 

structures and infrastructures and acquire information that can support maintenance-related activities and 

post-disaster emergency management. Nevertheless, SHM outcomes may be susceptible to errors due to 

malfunctioning of the sensing system. The long-term benefit of SHM systems against the initial 

investment in sensing instrumentation is often quantified without considering the eventuality of faulty 

sensors. Inaccurate or missing sensor data, not accounted for when information from the SHM system is 

used to support decisions, can lead to the choice of sub-optimal maintenance actions, and associated 

economic losses. In the last two decades, Sensor Validation Tools (SVTs) have been proposed, which 

assess data quality before the SHM information is extracted to isolate and discard abnormal 

measurements. Nevertheless, automatic SVTs are still rarely implemented in real applications. Recently, 

a framework based on Bayesian decision theory has been proposed to quantify the benefit of using an 

SVT before it is implemented. The novel approach extends the traditional VoI to consider multiple 

“functioning” states of the SHM system with the final goal of quantifying the additional benefit obtained 

from SVTs. In this paper, this framework is demonstrated using a general example representative of 

different real situations. Uncertainties in the SVT results are accounted for to show that the adoption of 

an SVT enhances the overall benefit provided by an SHM system. 

1. INTRODUCTION 

Environmental factors, repeated loads, and 

exceptional events lead to the deterioration of 

civil structures and infrastructures over time. 

Informed decisions can be beneficial to 

optimizing expenses, prioritizing interventions, 

and managing structures in the aftermath of an 

exceptional event. Structural health monitoring 

(SHM) has become a mature discipline over the 

last decades, which allows for identifying and 

tracking the evolution of structural parameters 

over time. Once operational and environmental 

effects are accounted for, variations of these 

parameters are typically interpreted as 

modifications in the structural state and can be 

related to a change in its performance. 

Nevertheless, SHM systems are imperfect, as the 

assumptions of the identification algorithms may 

not always be respected. Also, the inherent noise 

of collected data and computational errors 

undermine the SHM outcomes. 

Environmental factors and damaging events 

that jeopardize structural safety also affect the 

monitoring systems. In particular, sensors and 

cables are typically the most exposed elements of 

an SHM system. Their degradation inevitably 
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affects data quality and, in turn, the quality of the 

SHM outcome. Inaccurate or missing data in the 

structural assessment and related decision-making 

can lead to significant economic loss (Smarsly & 

Law, 2014). Indeed, distorted data may generate 

false alarms, resulting in unnecessary operational 

interruptions, while missed detection might 

increase the probability of catastrophic accidents 

(Yi et al., 2017). A preliminary check on data 

quality, consisting of identifying and isolating 

inconsistent recording channels, is of the utmost 

importance to limit errors in the SHM process. 

However, data quality assessment is an additional 

service that requires specific algorithms and, 

therefore, involves a cost. While regular quality 

checks, e.g., detecting missing data, are typically 

embedded in standard monitoring systems, 

identifying accuracy and precision loss and the 

related isolation algorithms, need further efforts. 

In the field of data quality assessment, sensor 

validation tools (SVTs) were first investigated by 

Dunia et al. (1996) to detect sensor malfunctions 

in the area of chemical process monitoring. Since 

then, several researchers have proposed SVTs 

employing different techniques, among which the 

ones based on one-class classifiers and 

multivariate statistical analysis were the most 

popular (Yi et al., 2017). While the former class 

studies the sensors individually to understand 

whether the sensing apparatus is functioning or 

faulty (Mertikas & Damianidis, 2007), the latter is 

based on the correlations among the data collected 

by different sensors in the network (Dunia et al., 

1996). Recently, machine learning has gained 

particular interest in this field and is leading to the 

rapid development of fault identification 

algorithms (Mao et al., 2021). 

Besides the usefulness of SVTs, the 

imperfect nature of their outcomes should also be 

considered. Indeed, as for all the monitoring 

systems, the probability of false alarms of SVTs 

is never zero, and their probability of detection is 

never 100%. Therefore, in real applications, SVTs 

provide imperfect information, which reduces the 

uncertainties related to the functioning state of the 

SHM system but does not eliminate them. Due to 

the aforementioned cost and imperfect nature of 

SVTs and, more in general, of data quality 

analyses, it might be worth quantifying the 

economic benefit of providing an SHM apparatus 

with a system dedicated to data quality 

assessment.  

Based on the Bayesian decision theory 

(Raiffa & Schlaifer, 1961), the concept of Value 

of Information (VoI) has been employed by 

several scholars to evaluate the long-term 

economic benefit provided by an SHM system 

before it is adopted. In these studies, the VoI was 

calculated as the expected reduction in 

management costs associated with the acquisition 

of new information on the monitored structure 

through the SHM system (Faber & Thöns, 2013; 

Pozzi & Der Kiureghian, 2011). This concept was 

then exploited for several applications, including 

the optimization of SHM system design (Zhang et 

al., 2022), the optimization of maintenance 

strategies (Vereecken et al., 2020), and 

emergency management (Giordano et al., 2022). 

Few studies on the effect of data quality on 

the VoI exist. For instance, Ali et al. (2022) and 

Zhang et al. (2023) investigated the effect of 

biased measurements of the SHM system on the 

VoI. Very recently, the authors of this paper 

proposed a general framework to estimate the 

additional benefit of adopting an SVT coupled 

with an SHM system (Giordano et al., 2023). The 

present paper is aimed to extend the mentioned 

study by investigating the coupled effect of two 

main data quality issues, namely drift and noise, 

on the VoI.  

The paper is organized as follows. Section 2 

introduces the framework presented in (Giordano 

et al., 2023). Section 3 describes the case study 

and discusses the results of the VoI analysis 

accounting for both SHM and SVT information. 

Section 4 ends the paper with conclusions and 

general remarks, as well as future works.  

2. THEORETICAL FRAMEWORK 

The classical Bayesian decision analysis is based 

on the selection of optimal actions when the state 

of a system is not known with certainty. It is based 

on utility considerations and the Bayesian 
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definition of probability. Accordingly, the 

decision maker selects the action associated with 

the maximum utility (or minimum cost in the 

engineering context). Also, the probability 

associated with unknown parameters reflects the 

knowledge of the decision maker or personal 

belief ranging from perfect confidence 

(probability equal to 1) to absolute no confidence 

(probability equal to 0).  

There are different types of Bayesian 

decision analysis, depending on the degree of 

knowledge on the system, namely the Prior, the 

Posterior and the Pre-Posterior analyses. The 

Prior analysis is based on the available knowledge 

of the decision maker, without collecting further 

information.  

The decision-maker computes the expected 

cost 𝐸[𝑢(𝐴𝑛)]  of each action 𝐴𝑛 , 𝑛 = 1, … , 𝑁 , 

considering the prior probabilities 𝑃(𝑠𝑙)  of the 

different states of the system 𝑠𝑙, 𝑙 = 1, … , 𝐿, and 

the utility associated with different combinations 

of actions and states 𝑢(𝐴𝑛, 𝑠𝑙), as follows:  

 

𝐸[𝑢(𝐴𝑛)] = ∑ 𝑢(𝐴𝑛, 𝑠𝑙)𝑃(𝑠𝑙)

𝐿

𝑙=1

 (1) 

 

The optimal action �̂� is the one which brings 

the maximum utility 𝑢1:  

 
�̂� = arg max

𝑛
𝐸[𝑢(𝐴𝑛)] (2) 

𝑢1 = 𝐸[𝑢(�̂�)] = ∑ 𝑢(�̂�, 𝑠𝑙)𝑃(𝑠𝑙)

𝐿

𝑙=1

 (3) 

 

The Posterior and Pre-Posterior analyses 

consider new information. Namely, the Posterior 

analysis is carried out when the outcome 𝑜𝑗  is 

available. The Pre-Posterior analysis considers all 

the possible outcomes before they are available 

(for each outcome, a Posterior analysis is 

performed). Herein, it is assumed that the 

outcome 𝑜𝑗  is provided by an SHM system. In 

both cases, the prior probabilities of the states of 

the system are updated through the Bayes’ 

theorem, which reads: 

𝑃(𝑠𝑙|𝑜𝑗) =
𝑃(𝑜𝑗|𝑠𝑙)𝑃(𝑠𝑙)

𝑃(𝑜𝑗)
 (4) 

with  

𝑃(𝑜𝑗) = ∑ 𝑃(𝑜𝑗|𝑠𝑙)𝑃(𝑠𝑙)

𝐿

𝑙=1

 (5) 

 

where 𝑃(𝑜𝑗|𝑠𝑙) is the probability that the outcome 

𝑜𝑗 is observed when the state of the system is 𝑠𝑙 

and 𝑃(𝑜𝑗) is the total probability of 𝑜𝑗.  

The Posterior and the Pre-Posterior analyses 

assume that the SHM system used to gain new 

knowledge is working correctly. In reality, it 

could provide altered information due to 

malfunctioning. In turn, knowledge on the state of 

the SHM system could be collected through 

SVTs. In (Giordano et al., 2023), the Posterior and 

the Pre-Posterior decision analysis are extended to 

account for different states of the SHM system 

and SVT information. In this section, this 

framework is recalled to make the paper self-

contained. The different states of the SHM system 

are modelled through the random variable 𝑚𝑘 that 

can assume 𝐾  different values, 𝑘 = 1, … , 𝐾 . A 

simple example is 𝑚1 = 𝑑𝑎𝑚𝑎𝑔𝑒𝑑  and 𝑚2 =
𝑢𝑛𝑑𝑎𝑚𝑎𝑔𝑒𝑑. The state of the system (that now 

includes both structure and SHM system) can be 

described through the joint probability 

distribution of 𝑠𝑙 and 𝑚𝑘. The prior probability of 

𝑠𝑙  and 𝑚𝑘 , 𝑃(𝑠𝑙, 𝑚𝑘) , is updated through the 

Bayes theorem, where the likelihood function is 

conditioned not only on the state of the structure 

but also on the state of the SHM system itself, 
𝑃(𝑜𝑗|𝑠𝑙, 𝑚𝑘), as follows: 

 

𝑃(𝑠𝑙 , 𝑚𝑘|𝑜𝑗) =
𝑃(𝑜𝑗|𝑠𝑙 , 𝑚𝑘)𝑃(𝑠𝑙 , 𝑚𝑘)

𝑃(𝑜𝑗)
 (6) 

 

In this context, if the SHM outcome is 

available, the expected utility of an action 𝐴𝑛 

reads:  
 

𝐸[𝑢(𝐴𝑛)|𝑜𝑗]

= ∑ ∑ 𝑢(𝐴𝑛, 𝑠𝑙)
𝑃(𝑜𝑗|𝑠𝑙 , 𝑚𝑘)𝑃(𝑠𝑙)𝑃(𝑚𝑘)

𝑃(𝑜𝑗)

𝐾

𝑘=1

𝐿

𝑙=1

 
(7) 
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In Eq. (7) as well in the remainder of this paper, 

it is assumed that the state of the SHM system 

does not depend on the state of the structure, i.e., 

𝑃(𝑠𝑙, 𝑚𝑘) = 𝑃(𝑠𝑙)𝑃(𝑚𝑘). This is reasonable in 

absence of partial or global collapses. Before 

observing the outcome of the SHM system, the 

decision-makers can compute the expected utility 

of the informed decision making 𝑢0,𝑀  by 

considering all the possible SHM outcomes and 

their probability of occurrence, as follows: 

 

𝑢0,𝑀 = ∑ 𝐸 [𝑢 (�̆�𝑜𝑗
) |𝑜𝑗] 𝑃(𝑜𝑗)

𝐽

𝑗=1

 

= ∑ ∑ ∑ 𝑢 (�̆�𝑜𝑗
, 𝑠𝑙) 𝑃(𝑜𝑗|𝑠𝑙 , 𝑚𝑘)𝑃(𝑠𝑙)𝑃(𝑚𝑘)

𝐾

𝑘=1

𝐿

𝑙=1

𝐽

𝑗=1

 

(8) 

 

where �̆�𝑜𝑗
 is the optimal action when the SHM 

outcome is 𝑜𝑗. The VoI associated with the SHM 

information, VoIM, is computed as the difference 

between the expected utilities from Eq. (8) and 

Eq. (3), namely: 

 

 

When an SVT is adopted, it can give insights into 

the state of the SHM system. The SVT outcome is 

modelled through the random variable 𝑐ℎ , ℎ =
1, … , 𝐻 . Commonly, the number of SVT 

outcomes is equal to the number of SHM system 

states, i.e., 𝐻 = 𝐾. The SVT outcome can be used 

to update the prior probabilities of the state of the 

SHM system 𝑃(𝑚𝑘), as follows: 

 

 𝑃(𝑚𝑘|𝑐ℎ) =
𝑃(𝑐ℎ|𝑚𝑘)𝑃(𝑚𝑘)

𝑃(𝑐ℎ)
 (10) 

 

where 𝑃(𝑐ℎ|𝑚𝑘) is the probability of observing 

the SVT outcome 𝑐ℎ when the state of the SHM 

system is 𝑚𝑘  and 𝑃(𝑐ℎ)  is the probability of 

observing (𝑐ℎ). The denominator of Eq. (10) can 

be obtained as: 

 

 𝑃(𝑐ℎ) = ∑ 𝑃(𝑐ℎ|𝑚𝑘)𝑃(𝑚𝑘)

𝐾

𝑘=1

 (11) 

Before observing the outcome of the SHM 

system and the SVT, the decision-maker can 

compute the expected utility of the informed 

decision making 𝑢0,𝑀2  by considering all the 

possible outcomes of both outcomes and their 

probability of occurrence, as follows: 

 

𝑢0,𝑀2 = ∑ ∑ 𝐸 [𝑢 (�̆�𝑜𝑗𝑐ℎ
) |𝑜𝑗 , 𝑐ℎ] 𝑃(𝑜𝑗)𝑃(𝑐ℎ)

𝐽

𝑗=1

𝐻

ℎ=1

 (12) 

 

where 𝐸 [𝑢 (�̆�𝑜𝑗𝑐ℎ
) |𝑜𝑗, 𝑐ℎ] is the optimal action 

when the outcomes 𝑜𝑗 and 𝑐ℎ are observed.  

The VoI associated with both SHM and SVT 

information, VoIM2, is computed as the difference 

between the expected utilities from Eq. (12) and 

Eq. (3), namely: 

 
 VoIM2 = 𝑢0,𝑀2 − 𝑢1 (13) 

 

The supplementary benefit ∆VoI supplied by 

the SVT is: 

 
 ∆VoI = VoIM2 − VoIM = 𝑢0,𝑀2 − 𝑢0,𝑀 (14) 

3. APPLICATION 

3.1. Description of the case study 

The case study analyzed in this section is a generic 

structure that can be in two states, i.e., 𝑠1 

(healthy) or 𝑠2  (damaged). Two actions can be 

carried out, namely 𝐴1 “Do nothing”, or 𝐴2 “Shut 

the structure down”. The (unitless) utilities 

associated with different combinations of actions 

and structural states are displayed in Table 1.  

 
Table 1: Utility table. 

 𝑠1 𝑠2 

𝐴1 0 −1 

𝐴2 −0.5 −0.5 

 

The decision maker is planning to install an 

SHM system which can be in two states, namely 

𝑚1  – good conditions – and 𝑚2  – faulty 

conditions. It is assumed that the decision-maker 

does not have any prior knowledge on the state of 

the SHM system, accordingly 𝑃(𝑚1) = 𝑃(𝑚2) =

 VoIM = 𝑢0,𝑀 − 𝑢1 (9) 
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0.5. If the SHM system is in good condition, it 

provides a continuous outcome which is modelled 

through Normal distributions 𝑁(𝜇, 𝜎) , where 𝜇 

and 𝜎  are the mean value and the standard 

deviation, respectively. These parameters depend 

on the state of the system, which includes both the 

structure and the SHM system. When the SHM 

system is working correctly (state 𝑚1 ), the 

distributions are 𝑁(1, 0.1)  and 𝑁(0.7, 0.1)  for 

the structure in 𝑠1  and 𝑠2 , respectively. These 

distributions describe the information about the 

structure provided by the SHM system, thereby 

they can be interpreted as the distributions of a 

generic damage index. The corresponding 

Probability Density Functions (PDFs), used as 

likelihood functions, are shown in Figure 1.  

 

 
Figure 1: Likelihood functions 𝑃(𝑜|𝑠𝑙 , 𝑚1)  when the 

SHM system is working correctly (state 𝑚1).  

 

To exemplify an SHM system in a “faulty” 

condition it will be assumed that the outcome of 

the SHM system is affected by an additional 

source of noise (excessive noise) and is affected 

by a systematic error. The latter is modelled 

herein as a positive drift 𝛿  of the mean value 

while the excessive noise is modelled as an 

increase 휀  of the standard deviation (Rogers, 

2003). Depending on the physical phenomena that 

generate the fault, the two data quality issues can 

also occur simultaneously, i.e., 𝑁(𝜇 + δ, 𝜎 + 휀). 

It is assumed that the SHM outcomes in the two 

possible structure states 𝑠1 and 𝑠2 are affected by 

the same values of drift and excessive noise.  

In addition to the SHM system, the decision 

maker is considering the adoption of an SVT to 

identify possible faults in the SHM system. The 

SVT can provide two outcomes, namely 𝑐1  and 

𝑐2. The SVT is not perfect; therefore, its outcomes 

are affected by uncertainty. The probabilities of 

observing a given SVT outcome in the different 

states of the SHM system are shown in Table 2.  

 
Table 2: Likelihood of the SVT. 

 𝑚1 𝑚2 

𝑐1 0.8 0.2 

𝑐2 0.2 0.8 

3.2. Results 

The VoI analysis is performed for several values 

of the prior probability 𝑃(𝑠2) i.e., 𝑃(𝑠2) = 0.2 , 

0.5, and 0.8. The values 0.2 and 0.8 corresponds 

to low and high, respectively, prior degree of 

belief on behalf of the decision maker that the 

structure is in the damaged state. The value 0.5 

corresponds to an equal degree of belief in the two 

states (healthy and damaged) of the structure. To 

investigate the impact of the severity of the SHM 

fault on the VoI the sensitivity to values of drift 

and excessive noise in the interval 0-1 is studied.  

Figure 2 shows the results for 𝑃(𝑠2) = 0.2.  

 

 
Figure 2: Results of the VoI analysis for 𝑃(𝑠2) = 0.2. 
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In particular, Figure 2(a) displays the VoI 

associated with the sole SHM information, VoIM, 

Figure 2(b) presents the VoI associated with both 

the SHM and the SVT information, VoIM2 , and 

Figure 2(c) illustrates ∆VoI , the supplementary 

benefit supplied by the SVT. The value of the sole 

SHM information, VoIM , is maximum for null 

values of drift and excessive noise. This benefit 

generally decreases for increasing values of noise. 

As for the drift, the VoIM drops in the proximity 

of δ = 0.3 . In this situation, the likelihood 

function P(o|s2, m2)  associated with the 

damaged state of the structure s2  and the faulty 

state of the SHM system overlaps with the 

likelihood P(o|s1, m1)  associated with the 

healthy state of the structure 𝑠1 and the good state 

of the SHM system  𝑚1 . In this situation, the 

decision maker is not able to distinguish between 

the two structural states ( 𝑠1  and 𝑠2 ) and the 

effectiveness of the SHM system decreases.  

The VoI associated with both the SHM and 

the SVT information, i.e., VoIM2 , is generally 

higher than VoIM . This happens especially in 

proximity of (δ = 0, 휀 = 0.3) and two areas close 

to (δ = 0.3, 휀 = 0), that is for δ = 0.2 and δ =
0.5, see Figure 2(c).  

Figure 3 illustrates the results of the VoI 

analysis for 𝑃(𝑠2) = 0.5 . The VoI values are 

significantly higher than the corresponding values 

in Figure 2. Note that a different scale of the z-

axis has been used. In the Bayesian context, when 

𝑃(𝑠1) = 𝑃(𝑠2) = 0.5 , the decision maker does 

not have any prior knowledge on the state of the 

structure. Thus, new information is particularly 

valuable. The additional VoI provided by the SVT 

in Figure 3(c) is particularly high for (δ = 0.3, 

휀 = 0), that is where the plots of VoIM and VoIM2 

drop in Figure 3(a) and Figure 3(b), respectively. 

In this situation, the overlap of the likelihoods 

relevant to the damaged and healthy state of the 

structure makes the SHM information unclear, 

and thereby the contribution of the SVT is 

particularly valuable.  

Figure 4 displays the VoI results for 𝑃(𝑠2) =
0.8.  

 
Figure 3: Results of the VoI analysis for 𝑃(𝑠2) = 0.5. 

 
Figure 4: Results of the VoI analysis for 𝑃(𝑠2) = 0.8. 
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The VoI values in Figure 4(a) and (b) are 

lower than the corresponding ones shown in 

Figure 3. In turn, they are similar to those in 

Figure 2. The additional VoI provided by the SVT 

Figure 4(c) is particularly high in the area 

surrounding (δ = 0.3, 휀 = 0) and for 휀 = 0.3. 

To highlight and interpret the additional 

contribution ∆VoI of the SVT reported in Figure 

2(c), Figure 3(c), and Figure 4(c), the absolute 

difference 𝛥  between the posterior expected 

utilities of the two actions 𝛥 = |𝐸[𝑢(𝐴2)|𝑜𝑗] −

𝐸[𝑢(𝐴1)|𝑜𝑗]|  is plotted in Figure 5. These 

expected utilities are computed accounting for the 

SHM outcome, according to Eq. 7.  

In the yellow areas in Figure 5, the two 

expected utilities have approximately the same 

value. Hence, in these areas, the selection of the 

optimal action is not trivial (even if the SHM 

outcome is available). 

 

 
Figure 5: The absolute difference Δ between the 

posterior expected utilities of the two actions for 

different values of 𝑃(𝑠2), 휀 = 0, and 𝛿 = 0.  

In these situations, the SVT has the highest 

impact on the selection of the optimal action and 

thereby the information it provides about the state 

of the SHM system reaches the highest value. 

More in detail, Figure 5(a), (c), and (e) relate to 

휀 = 0. In Figure 5(a) and (e), the yellow areas 

concentrate in correspondence of δ = 0.2  and 

δ = 0.5 (dashed circles), that is where some ∆VoI 
maxima are localized in Figure 2(c) and Figure 

4(c), respectively, Similarly, in Figure 5(c), the 

yellow area is concentrated close to δ = 0.3, that 

is where the ∆VoI peak is located in Figure 3(c).  

To explain the other ∆VoI maxima, Figure 5(b), 

(d), and (f), which relate to 𝛿 = 0, are analyzed. 

Namely, in Figure 5(b) and (f), the yellow areas 

concentrate in correspondence of 휀 = 0.3, that is 

where the other ∆VoI  maxima are placed in 

Figure 2(c) and Figure 4(c). As for Figure 5(b), 

there are no specific areas in which the yellow 

areas concentrate. There is a single peak in Figure 

3(c).  

4. CONCLUSION 

Altered SHM information can lead to suboptimal 

management of civil structures and 

infrastructures. This paper investigates the benefit 

of the information provided by SVTs on the state 

of SHM systems. This benefit is computed 

through a recently proposed framework based on 

the VoI from Bayesian decision theory. This 

framework accounts for the different states of 

SHM systems and the uncertainty in SVT 

information. A numerical case study is 

investigated in which two common data issues are 

considered simultaneously, namely drift and 

excessive noise in the SHM outcome. 

Specifically, it is assumed that the SHM system 

can be in two states: the healthy state and a faulty 

state corresponding to a combination of drift and 

excessive noise effects. Results indicate that the 

VoI from the SHM system decreases when, due to 

malfunctioning, it is not able to correctly 

distinguish between the different structural states. 

In general, the SVT information is valuable to 

decision-makers. The overall value of information 

from SHM and SVT is equal to or higher than the 
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value of SHM information alone. The SVT 

provides significant additional value when the 

expected utilities (in other words, the expected 

costs) of management actions estimated 

accounting for the SHM outcome are similar. 
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