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The Internet

ASN User A ASN User B

A Spammer

The Internet

ASN User A ASN User B

A Spammer

A

B

C

The Internet

ASN User A ASN User B

A Spammer
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NODE
A SIGNATURES.XML

<?xml version="1.0" 
     encoding="UTF-8" ?>
<!DOCTYPE signature
     SYSTEM "signatures.dtd">

<signatures>
<signature 
      id="iPeldkeoIe/9k" 
      algo="ASN1" hops="3"> 
 <sender 
      id="clark@minet.net />
</signature>
</hosts>

NODE
C

NODE
B

NODE
E

HOSTS.XML

<?xml version="1.0" 
     encoding="UTF-8" ?>
<!DOCTYPE hosts 
     SYSTEM "hosts.dtd">

<hosts>
<host id="clark@minet.net" 
      lastdate="1030136296" 
      score="2" 
      status="ok" />
</hosts>

NODE
D

A B

A B
Legende

Node B is among the top nodes on Node A's list. Node A will 
accept any signature coming from Node B.

Node A knows Node B, but it is not among its top nodes. 
Node A will accept signatures from Node B only on request.
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From laurent.cottereau@cs.tcd.ie Fri Sep 6 19:52:14 2002
Return-Path: <laurent.cottereau@cs.tcd.ie>
Delivered-To: clark@minet.net
Received: from mail.cs.tcd.ie (relay.cs.tcd.ie [134.226.32.56])
        by jessica.minet.net (Postfix) with ESMTP id 8A73241E4
        for <clark@minet.net>; Fri, 6 Sep 2002 19:52:14 +0200 (CEST)
Received: from mail.cs.tcd.ie (localhost [127.0.0.1])
        by relay.cs.tcd.ie (Postfix) with ESMTP id 66EA8F5EA
        for <clark@minet.net>; Fri, 6 Sep 2002 18:52:13 +0100 (IST)
Received: from localhost.localdomain (unknown [134.226.36.150])
        by mail.cs.tcd.ie (Postfix) with ESMTP id BEDB3F58D1
        for <clark@minet.net>; Fri, 6 Sep 2002 18:52:12 +0100 (IST)
X-ASN: EXC-I
Subject: [ASN-Message] Please read the notice at the end of the message
From: Cottereau Laurent <laurent.cottereau@cs.tcd.ie>
To: clark@minet.net
X-Mailer: Ximian Evolution 1.0.5
Date: 06 Sep 2002 19:42:04 +0100
Message-Id: <1031337724.628.3.camel@clark>
Mime-Version: 1.0

hosts:
_host_one@domain_one
_host_two@domain_two
...
_host_x@domain_x
signatures:
_signature_one
_signature_two
...
_signature_x

----------

The Anti-Spam Network is a collaborative spam filtering system.
There are two main reasons why you might have received this
message. You might already be using the system, and this means
that it is not set correctly. Please refer to the manual.
If you have never heard of ASN before, then somebody -intentionaly
or not - is trying to have you participate in the network. If you
wish to have more information about the ASN, please refer to 
http://asn.tuxfamily.org. If you don't want to receive these spam
messages anymore, you can set a filter on you incoming mails: these
ASN messages will have "[ASN-Message]" in the Subject field.
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