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Abstract— Autonomous mobile entities, for example automated accuracy of sensors is inherently limited, (i) commurimain
guided vehicles, are playing an increasingly important ro¢ in  wireless networks is unreliable, and (jii) entities mugtuaeer

our everyday lives. Since these entities share their envinmnent stringent real-time constraints, entities must make ifess
with each other and with humans, they need to coordinate . o . L
using only limited information.

their behaviour to ensure that strong safety constraints ae . ] ) )
respected. However, as sensing range and accuracy are inketly Because the amount of information available to each entity

limited, and communication in wireless networks is unrelidle, varies over time, our approach is that entities should adapt

autonomous entities have access to only limited informatioabout  their behaviour depending on the amount of information

their environment and the current behaviour of other entities. ¢, rrantly available to them. This includes informationeieed

This makes ensuring system-wide safety constraints partidarly . .

challenging by sensors and messages, but also information about the
In this paper, we show how system-wide safety constraints oa State of communication. The state of communication for an

be translated into requirements on the behaviour of individial entity can be described as the identity of the entities with

entities depending on the information available. We first pesent  which it can communicate (as in group-based communication

a formalism to express high-level system-wide safety comatnts. models [4], [10]), the achievable message latency (as in the

We then introduce a notion of distributed responsibility allowing - h icati del 119 the o
requirements on the behaviour of individual entities to be quasi-synchronous communication model [19]), or the curre

deduced. We show how this process can be applied to an examplddroximity in which entities can communicate (as in the Space
from the Intelligent Transportation System (ITS) domain. Elastic Model [1]).

In this paper, we show how system-wide safety constraints
can be translated into requirements on the behaviour of

Progress in miniaturisation of computing devices is encoindividual entities, by formalising safety constraints sets
raging the deployment of autonomous mobile entities in oof state incompatibilities that must be avoided and using a
everyday environment. Examples of these entities include anotion of distributed responsibility to attribute the respibi-
tomated guided vehicles (AGVs) [2], and other mobile sexvidity for incompatibilities to individual entities. We theshow
robots [18], as well as robots for disaster rescue [6] and, frow entities can prevent incompatibilities for which theg a
the future, autonomous cars. To ensure safe operation, suesponsible, by adapting their behaviour depending on the
entities must coordinate their behaviour both with eacteothamount of information available.
and with their environment. This means that the aggregateda\e first review existing work on the coordination of mobile
behaviour of all these entities must respect some systefe-wautonomous entities and show that none of it explains how
safety constraints. As entities interact with their enmirent system-wide safety constraints can be ensured (Section 1)
and are mobile, ensuring these system-wide safety contstrale then present a formalism to specify system-wide safety
implies stringent real-time requirements on coordinatleur- constraints (Section IIl), and present the notion of distied
thermore, because the safety of humans and possibly carciatesponsibility, and the coordination mechanisms that we ha
expensive infrastructure is at stake, the coordinatioméfies identified (Section 1V). We eventually demonstrate how this
is safety critical [9], i.e., a violation of the safety corehts process can be applied to an example from the Intelligent
could result in a catastrophe. Transportation System (ITS) domain (Section V).

To coordinate their behaviour, entities can use both direct
communication and communication via the environment. Be-
cause they are mobile, such entities will typically comncate The work of Nett et al. [13]-[15] aims to ensure reliable
over a wireless (possibly ad hoc) network. In wireless netooperation of autonomous vehicles, and, more generdlly, o
works, however, communication, and in particular realetimautonomous mobile systems. Their approach is to provide an
communication, is highly unreliable and achievable perfoevent service that delivers the global state of the system to
mance varies greatly over time and location [5]. This ingplieall entities every time an event is raised. Entities can tingm
that existing consensus-based coordination methods wligh a local scheduling function to schedule shared resources. A
on continuous real-time connectivity cannot be appliedd amumber of coordination middlewares have also been proposed
that entities need to take decisions independently. Emgurifor mobile entities in ad hoc networks. LIME (Linda In Mobile
that system-wide safety constraints will be ensured bytieati Environment) [11], [12] is inspired by the Linda communica-
taking decisions independently is particularly challewgi tion model, in which processes communicate through a shared
This is complicated by the fact that, as (i) the range artdple space. LIME caters for physical mobility of hosts and

I. INTRODUCTION
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logical mobility of agents, by having a tuple space attachegbplication-specific information about it. We denote thé se

to each mobile entity. Entities then collaborate by trambje of states of entity~; asS;. The state of a car is composed of

sharing their tuple spaces, creating a “global virtual datt location, current speed, direction and mode. We defire th

structure”. EgoSpaces [7], [8] is an extension of LIME, whicfunction modeM : US; — UM; that returns the mode of a

defines the concept of a “view” that allows nodes to specifyiven state.

from which nodes tuples must be gathered. Finally, Limor§ g ibili

(Llgthly-coordinated MObile NEtwork) [3] is another LIME- — ates compatibility

inspired middleware, designed for use on small devicesiand i We define a set of statgs;, sz, ..., sn) € S1 X Sz... X Sy,

unstable environments. All of this work focuses on provipinas compatible if the safety constraints are not violated when

a common view of the environment to all entities, but doeg®me entities are simultaneously in these states. Thisaela

not demonstrate that this approach can deliver the requiitl be notedCs(s1, sz, ..., s,). For example, the states of two

level of reliability within the short time bounds availabile cars are compatible if they are far enough away, i.e., if the

the presence of unreliable communication. Furthermoregnddistance between their positions is bigger than a batind

of this work investigates how requirements on the behavio&r

of entities can be derived from system-wide safety conssai , ,
Other work [17] argues that there is a class of applications "€ Saféty constraints can be expressed as a set of in-

in which coordination needs to be ensured by the exchangi%mpat'b'“t'es between states, with constraints on thative

of multiple, related, messages, i.e., a protocol. It is sseg Istance of entities (notedzstance(posztzonl,posztzon?))._

that support for protocols should be offered at the middtewa 0" €xample, the fact that two cars should not collide into

level to allow applications to use lower-level primitivesce €ach other could be expressed as:

as identification and unicast. A middleware is proposed in

[16], [17], based on the role abstraction, which specifies th ™

behaviour of a class of interaction partners and allowsstpp 11t ((distance(scar1.position, scarz.position) < d)) .

for a session. The authors do not describe how coordinatipRis example is simple, but illustrates that the formalism i

guarantees could be met in the presence of unreliable cofi_jevel and implementation-independent. This forsrali
munication. Furthermore, this work does not address how {9y res all the salient details of the safety constraims),
derive requirements on entity behaviour, or how to design th);oys numerous safety requirements for mobile autonomous
coordination protocols. entities to be expressed simply. It also enables the gebigaip
aspects of safety constraints to be captured.

Expressing the safety constraints

ScarlcsscaTQ

IIl. SPECIFYING SAFETY CONSTRAINTS

In mobile settings, safety constraints typically includas- IV. TRANSLATING SAFETY CONSTRAINTS

traints on the states and actions of entities, as well as theiHigh-level system-wide safety constraints, while being-si
proximity to each another. This exploits the rationale thgfle and quite intuitive to state, are not easily exploitable
entities need to coordinate their behaviour when they atleen as such. In our experience, it is non-trivial to deduce the
same vicinity, the definition of which is application-sdéxi necessary and sufficient requirements on individual entity
For example, two autonomous cars need to coordinate thgéhaviour from such safety constraints, or even to chedk tha
behaviour only when they are close to each other, but n&§me specification of the entity behaviour ensures thakethes
otherwise. In this section, we introduce a formalism to espr safety constraints will not be violated. To ease this prsces
these notions and their interactions. we introduce a number of concepts that can be used to derive

A. Scenario, modes and states requirements on entities.

A scenario encompasses a set efitities Ey, B, .., E,, A Responsibility
a goal, and somesafety constraints. In the autonomous car For every possible incompatibility between the states af tw
example, the entities are the cars. The goal of this scermgaricentities, i.e., possible violation of one of the safety ¢oaints
for the cars to drive to their destination. The safety caistr involving these two entities, at least one of them needs to
is that no car should collide with another car. ensure that it will not occur. We say that this entity is
The behaviour of an entity is composed of a set of modessponsible for the incompatibility.
of operation (nodes) that describe the actions it can take, and The responsibility can be attributed to entities of a caertai
the transition rules between these modes. Modes shouldtiyee or to entities in a certain role. For example, entitiés o
defined so that an entity is always in one of its modes, i.¢he type traffic light might be responsible for ensuring that
transitions between modes are assumed to be instantanecars do not go through the crossing when the light is red.
For example, the modes of a car coulddm® ng_at _Vmax, Another example might be that every car in the leading role
br aki ng, st opped andaccel er ati ng. We denote the (i.e., in front), be responsible for ensuring that no cafides
set of modes of entityw; as M. into it from behind. Responsibility might be attributed aopr
The situation of an entity at a given time is described bgr in real-time, and might be transferred. However, at any
its state which encompasses its mode, location, and sortiene, at least one entity must be responsible for each pessib



TABLE |

COORDINATION PRIMITIVES 1) Adapting its behaviour: A responsible entity can have

information about the modes that other entities can be ih bot

Primitives | Meaning a priori (by previous knowledge) and in real-time, by means
Adapt Perform another action than the one planned of message or sensor information. Using this information, a
Delay Perform an action later than initially planned responsible entity can adapt its behaviour, i.e., perform a

regggﬂ:{girmy Communicate with other entities action other than the one planned, to always ensure it is in

a mode in which the safety constraints will not be violated.
The default modes of an entity are the modes it can be
incompatibility. When using the model, an initial partitiag in vyhen it has no information apout the cgrrent state. of its

environment. A moden of an entity £ is said to be dail-

of responsibility fulfilling this criteria must be chosen. ¢ it ible with all th oLl ¢
This notion of responsibility is the first step in the transla © mode if it is compatible with all the default modes o

tion of system-wide safety constraints: it allows to disite all the other entities. It is sufficient for an entity to reméan
the duty of ensuring safety constraints over entities. @eil’? fail-sa_fe mode _to ensure that the incompatibility thaisit |
responsible for an incompatibility implies requirements OresponS|bI(_e for W_'” nf)t happen. - )

the entity’s behaviour: it should ensure at any time that the2) Delaying actions: The second primitive consists of de-
incompatibility will not happen. This requires that an enti laying an action that can trigger an incompatibility (i.gelay
be able to foresee when an incompatibility might happens THiWitching to a mode in which an incompatibility might occur)
can be deduced from the modes of the different entities. FOP €ntity can delay its action until it gets information that

this purpose, we define the notion of mode compatibility. @s sgfe to undert_ake it, or until it has warned all entitieatth
it will undertake it.

B. Mode compatibility 3) Transferring responsibility: Another means for respon-
sible entities to ensure that the incompatibility for whitiey

are responsible will not occur, is to warn other entitiest tha
e incompatibility might occur, by sending a message, twhic
can include their state and mode. Entities that receive such
message become responsible to ensure that no incomgtibili
arises with the entity that sent it, which corresponds to a
transfer of responsibility. The transfer only occurs if the
message has been received, so an entity needs to know that it
can communicate with another entity in order to transfer its
V(s1,82,8n) € Sty X oo X Snomys Cs(815 82,00 8n) - responsibility. This transfer is only partial as the resgible
While the notion of state incompatibility captures Whethe?ron?)tt{]erfrgﬂigzsresmns'ble for the incompatibility in tea
the safety constraints are being violated at a given time, '
mode compatibility enables us to make predictions that %)
incompatibility will happen (while entities are in thesevgm
modes). It must be noted that if the modes of a set of entitiesA responsible entity can use a combination of the three
are not compatible, it does not imply that the safety coim#a coordination primitives mentioned above to ensure that the
will be violated. For example, the modssopped of one car incompatibility for which it is responsible will not occuFhis

and goi ng_at _t he_vnax of another are not compatible,must be decided a priori, and can be seen as an implicit
as entities might collide into each other when they are isghecontract between the responsible entity and other entlies
modes, but if they are far enough apart, the safety constraihave identified three types of contracts:

will not be violated (and so their states at the time will be 1) Contract without transfer: In this case, the responsible

A set of modes(mi,ma,...,my,) € My X ... x M, is
compatible if, when some entities are simultaneously in the
modes, their states are compatible. If we definefoe M;,
S; m as the set of states of the enti#y in which it is in mode
m, i.e.,S;.m = {s € S;JM(s) = m}, mode compatibility can
be defined as:

Cm(mlvaa EE3) mn) iff

Contracts

compatible). entity will not transfer its responsibility, and must alveay
o o ensure, by adapting its behaviour if necessary, that tretysaf
C. Coordination primitives constraints are not violated. Other entities do not need to

For a responsible entity to ensure that no state incomp¥® aware of the contract, or even of the existence of the
tibility will happen, it is sufficient to ensure that its modegesponsible entity.
is at any time compatible with the modes of all surrounding For this contract, the only coordination primitives used ar
entities. We have identified so far three different pringiiv Adapt and Delay, and they are used only by the responsible
that a responsible entity can use to this effect: delay igtity.
own action, adapt its behaviour, or communicate with other2) Contract without feedback: In a contract without feed-
entities. Each of these mechanisms is detailed below apack, the responsible entity must warn other entities attlea
summarised in Table |I. While other mechanisms might tee predefined ,q-ning duration in advance when the safety
found, our experience to date demonstrates that these allmnstraints are liable to be violated. Other entities muest b
a large number of scenarios to be solved. able, at any time, to react (i.e., change their behaviour to



TABLE Il

REQUIREMENTS IMPOSED BY THE THREE TYPES OF CONTRACTS

Type of || Requirements on the re- | Requirements on other
contract sponsible entity entities
without Adapt its behaviour or de{ None
transfer lay its actions to ensure
that the incompatibility it
is responsible for will not
happen
without Communicate at least Be able at any time to ad-
feedback twarning N advance| apt within tyarning 10 @
when the incompatibility| message from the respon-
is liable to occur sible entity
with feed- || Communicate at leasf Be able at any time to ad-
back twarning N advance| apt within tyarning 10 @

when the incompatibility
is liable to occur

Adapt to the feedback
from another entity within

twarning - tfeedback’

message from the respon-

sible entity, or to commu-
nicate withint ¢ccqpqer t0
the responsible entity.

NB: Tn these contract, the times mentioned are times of @sli{as opposed

to times of sending of messages).

ensure that no incompatibility will happen) withi,;,yinOf
a message from a responsible entity.

In this case, the responsible entity can use any of tif transfer its responsibility, by sending a message. s thi
three coordination primitives, while other entities cae osly aS€, it must do so early enough, so that the incoming entity

Adapt.

3) Contract with feedback: In this contract, the responsible

entity must also warn other entities at least, ning iN

advance when the safety constraints are liable to be viblat
In this case, however, entities can provide feedback to the
responsible entity, when they cannot adapt their behasour
that the safety constraints will not be violated. Therefohe
responsible entity must also be able to react, to ensure thdtere m is

TABLE Il
USE OF THE PRIMITIVES BY THE CONTRACTS

Transfer re-
Contract Adapt Delay sponsibility
without transfer R R -
without feedback|| R, O R R
with feedback R, O R, O R, O

E. Zones

These contracts can be translated into geographical zones
around entities: the safety zone and the consistency zone.

The states of all entities of a scenario must be compatible at
all times. But the safety constraints actually impose qaiirsts
only on specific states, typically when two entities are $efb
according to some application-specific definition. For this
reason, we define th8afety Zone as the set of positions of
entities where their states are liable to be incompatibld wi
that of the responsible entity.

If a responsible entity foresees that an entity could be in
a state that is not compatible with its own state when that
entity enters its safety zone, the responsible entity cansh

will have time to adapt its behaviour (either by not entering
the safety zone, or by changing its mode) to prevent the
incompatibility. The zone in which this must be achieved is
called theConsistency Zone of the moden that the responsible
ntity is in, and noted”'Z(m). Its size can be expressed as:

1)

responsible entity,

CZ(m) = SZ + O_reaction(m) - Vimaz(m)

the mode of the

no incompatibility will happen, to the feedback from anatheD_reaction(m) is the maximum time necessary for an
entity arising from its previous message, withiDu,ning —
treedback- Other entities must be able at any time either tm a modem to ensure that its state will be compatible with
react withint,,..»ing t0 @ message from a responsible entitghat of the entity, and,, ., (m) the maximal speed at which
or to communicate withifs..qpqcx t0 this entity. This contract entities might approach an entity which is in moage

might include the exchange of further messages, but after

the initial exchange the entities have discovered the poeseF. Summary

of each other, and if necessary, the delay to exchange MOrg, section I

messages can be included in the definitiort.f;,ing-

In this case, both responsible and other entities can us@ have then shown how system-wide constraints can be
any of the three mechanisms.

entity receiving a message indicating that another ensty i

we have shown how system-wide safety
constraints for mobile autonomous entities can be specified

distributed among entities, using a notion of respongjbili
Requirements on the behaviour of entities can be met using

The requirements on both responsible and other entitiggee identified coordination mechanisms, combined in con-
for each of the types of contract are detailed in Table lracts between entities. These contracts can be transtated
These contracts are decided a priori. The use of the thigeographical zones, hence scaling down the coordination pr
mechanisms by both responsible entities (R) and othersn(O)alem, and the requirement on communication. The next sectio
the three contracts is described in Table Ill. It must be ciotelemonstrates how the coordination model can be applied on
that safety constraint will be guaranteed only if the corttia  a specific example.

respected. If it is believed that some entities might diardg

It must be noted that given a set of safety constraints, and

safety constraints and not obey a contract, legislatiorhtrig some characteristics of entities, not every scenario isabie
introduced to enforce this. For example, it could be impose&chen trivial non-progress making solutions (e.g., all i
that every autonomous car commercialised obey a numberid€) are not considered. The resolvability of a scenario ca
contracts necessary for the safety of all road users.

be assessed, but this is outside the scope of this paper.



V. EXAMPLE: EMERGENCY VEHICLE ARRIVAL WARNING  adapt their behaviour (by varying their speed) to the curren

In this section, we show how the coordination model can ﬁéate of communication. They need to transfer their regpons

applied to design a system to warn cars when an emergemﬂ}y to cars with which incompatibilities might happen tar

vehicle is approaching, so that they can get out of its way, remain stopped, so that no incompatibility will happen.sThi

possible. implies that an emergency vehicle should send a message to

all the cars that are in front of it, so that they can get out®f i
A. Specifying the safety constraint way. It must ensure that it will warn the cars early enough so

This scenario contains two types of entities: cars and emgﬁ:lt they will have time to get out of its way befqre it arrivgs
gency vehicles. In the following, we consider only intefaiss On the other hand, cars must ensure that they will, at any, time
able to get out of the way of the emergency vehicle within

between emergency vehicles and cars (and ignore intemactiq_; ; ime del be abl q back 1o th
between cars and between emergency vehicles). The goa} given time delay, or be able to send a message back to the

the scenario is for emergency vehicles to travel as fast gaergency vehicle, to warn it that they cannot._ Emergency
possible, under the safety constraint that they should ve_h|cles and cars therefore obgy a contract Wlth feedback,
into cars. Communication can be used in addition to send¥fh twarning = maz(O_reaction, feedback_time) and
data, to improve achievable speeds. Emergency vehicles Affgdback = braking_time, where O_reaction is the time

cars can send messages to each other, either in ad hoc m@gain which a car should get out of the path of an emergency

or using wireless infrastructure. Communication, howeiser vehicle, feedback_time the time required for a car to send

not always available, and its performance may vary grea{ edback_todt?e emergency vehlclhe_, lahdzking_time the
over time and location. time required for an emergency vehicle to stop.

Given the maximum speed of an emergency vehiglg,, q ']!'_hedsafety z_onIeSZf (;f anfem(;e_rgency V%h'_?chan ble
and an increasing set of speeds;}icii. With o, efined as a circle of 2m of radius around it. From (1),

vmas, the modes of emergency vehicles can be definétd(.:an be derived that an emergency vehicle in the mode

as: st opped, {goi ng_at Vi, accel erating_to_Vi, goi ng_at Vi needs to send messages in a zone
braki ng_to_Vi },c1,»). The state of an emergency vehicle CZ(v;) = SZ + O_Reaction - v; .

encompasses its mode, position, and speed. Therefore, emergency vehicles need to adapt their speed so

Tor|1e behavllt?u_r of a car can be fmogelled W'thdthfhat they always travel at a speed such that they can warn
mo es; rar\]/e : ngl, getting_out_o —t_ e_wgy, and - engities withinC'Z (v;) twarning before they arrive. So at any
out _of _the_way. lts state encompasses its mode, positiof),e 4 emergency vehicle needs to adapt its speed to the

and speed. The default mode of a ca_t rsayel I ng. The. current state of communication and to possible feedbacak fro
modest opped of an emergency vehicle is compatible W”h:ars

the modet ravel | i ng of a car (assuming that cars can .
avoid crashing into a stopped emergency vehicle, as into dry Evaluation
other obstacle), thereforet opped is a fail-safe mode for We have shown that a high-level system-wide safety cons-
emergency vehicles. This captures the fact that it is seffici traint such as “emergency vehicles should not collide into
for an emergency vehicle to be stopped to ensure that it withrs” can be translated into requirements on the behavibur o
not collide into a car. autonomous entities. Provided that both emergency vehicle
Using these definitions, the safety constraint that cars aadd cars respect the contract outlined above, they will neve
emergency vehicles should not collide can be stated as: crash into each other, even if the quality of communication
varies.
ScarCsSeyiff 1((dismnce(saw.position Sey-poOSItion < d)/\ This solution maps the current operating protocol of emer-
gency vehicles, where a siren warns cars that an emergency
(Seo-mode+# st opped)A(s..-.mode# out _of _the_way) ) vehicle will arrive, and the emergency vehicle driver aeeel
. . . rates as much as possible provided that he can see that the
where the index "ev” refers to the emergency vehicle. Thf%ad is free far enough to allow it to slow down if necessary.
ca}ptures_that the §tates of a car and an emergency Veh‘ﬁ’% proposed solution, however, allows the warning to be
will remain compatible, unless th_ey are closer that a dtsEamforwarded by the infrastructure or other cars and enables ca
d apart,_ that the emergency ve_hlcle IS nqt stopped, and t? arn the emergency vehicle if they will not be able to get
the car IS on the road (we consider only single-lane roads St of its way. The range of communication can be far greater
explanation purposes). than the range of sight, so the addition of the proposedisalut

B. Requirements on entity behaviour might allow an emergency vehicle to travel faster.

In this part, we derive the requirements on the behaviour of VI. CONCLUSION
cars and emergency vehicles so that the safety constraint caln this paper, we have presented a coordination model for
be ensured. In this scenario, we chose that emergency gshielutonomous mobile entities. A formalism to express system-
are responsible for preventing incompatibilities withearhis wide safety constraints for applications composed of aaton
choice is motivated by the fact that emergency vehicles camous mobile entities was first presented. We have then shown



how these constraints can be translated into requirements[ts] Edgar Nett, Martin Gergeleit, and Michael Mock. Mectsans for a

the behaviours of individual entities. This approach hasnbe

demonstrated in an example.

This coordination model was designed specifically to tak]
into account that the amount of information available to
autonomous mobile entities is limited and varies over timgs,
It allows entities to adapt their behaviour depending on the

information available, including the state of communicati

We have successfully applied this model to a variety of sc%?]
narios, including both mobile and stationary components. O
future work includes deriving lower-level and more detdile
requirements on the behaviour of entities from the safe[tlyn

constraints for different communication models.
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