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ABSTRACT

The General Data Protection Regulation (GDPR) has changed the ecosystem of services involving
personal data and information. It emphasises several obligations and rights, amongst which the Right to
Data Portability requires providing a copy of the given personal data in a commonly used, structured,
and machine-readable format — for interoperability. The GDPR thus explicitly motivates the use and
adoption of data interoperability concerning information. This chapter explores the entities and their
interactions in the context of the GDPR to provide an information model for the development of
interoperable services. The model categorises information and exchanges and explores existing
standards and efforts towards use for interoperable interactions. The chapter concludes with an
argument for the use and adoption of structured metadata to enable more expressive services through
semantic interoperability.
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INTRODUCTION

Standards emerge when operations have consequences and an agreement is essential for co-operation
between stakeholders. In today’s world, interoperability is essential for the smooth running of businesses
and services that are increasingly dealing with data through the medium of the Internet. With the advent
of the Internet as a marketplace with global outreach, the progression of online services has increasingly
indulged in personalisation and targeted advertisements. To counter unchecked pervasiveness and instill
the responsible use of personal data, privacy laws are enacted and updated to keep pace with ever-
evolving technology. The latest of these is the European Council’s General Data Protection Regulation
(‘Regulation (EU) 2016/679...", 2016), which was adopted on 14th April 2016 and entered into force on
25th May 2018. It is the topic of global interest due to the potential of significantly high fines on the order
of 20 million euros or 4% of an organisation’s global turnover — whichever is higher. Now past its first
year, GDPR still continues to be a topic of development and innovation due to its extent of requirements
and lack of technological solutions and guidance to address compliance (Good, Rubinstein, & Maslin,
2019).

The GDPR provides the data subject (an individual whose personal data is being processed) with
several rights that form an obligation for organisations in order to be compliant. These rights require the
provision of information concerning processing in a transparent manner (A12-14) regarding how their
personal data is or will be collected, processed, stored, and used along with the specific purposes (A15).
The Right to Data Portability (A20) enables the data subject to request a copy of personal data provided
to the Data Controller (organisation determining the purposes of processing), or to request it be directly
moved, copied, or transferred to another Data Controller. This data is required to be provided in a
commonly used, machine-readable, and interoperable format. Thus, the GDPR explicitly mentions and



uses interoperability as a means to ensure a common understanding of data between different Data
Controllers, through which it provides the data subject with the freedom to reuse their personal data.

Along with regulating how personal data is used and shared through various processes, the GDPR
also provides guidelines, requirements, and obligations on how information is shared or communicated
between various entities. For example, when a Data Controller shares data with a Data Processor
(organisation performing processing for a Data Controller), the Data Processor is required to carry out its
processing limited to the explicit instructions provided by the Controller. These instructions are required
to be maintained by the Processor for verifying compliance and ensuring accountability, as well as to
clarify the legal responsibilities of each party. Within this arrangement, the Data Processor cannot
determine the purpose of the processing, but the Data Processor can share the data with another Data
Processor (a Sub-Data Processor) to carry out the processing on its behalf. In such a case, the Data
Processor will share the instructions with the Sub-Data Processor, who will, upon completion, notify the
Data Processor. The Data Processor will, in turn, notify the Data Controller —thereby establishing a chain
where information flows between entities and establishes points of interaction.

While there is no legal requirement for maintaining and using data in a structured and
interoperable form, doing so has several benefits for the post-GDPR ecosystem. For Data Subjects and
Data Controllers, (semantic) interoperability provides consistency in terms of the understandability of
personal data across organisations. For Data Controllers and Data Processors, interoperability enables
seamless operations through common mechanisms that also act towards maintaining and demonstrating
legal compliance. For Regulatory and Supervisory Authorities, interoperability provides a uniform entry
point when conducting investigations into processing operations, and specifically in the case where
information flows involve multiple organisations.

In this chapter, we explore these issues of standardisation and data interoperability shaped by the
requirements of GDPR and its compliance.

ENTITIES AND INFORMATION IN GDPR
Entities defined by the GDPR

Entities in the context of GDPR are defined and categorised through their roles and responsibilities
towards the information required to fulfill the requirements and obligations of compliance. The
categorisation of entities also enables identification of relationships through provision and exchange of
information between them. Through this, a model emerges representing the commonality and
interoperability of information, which is useful to identify and discuss the suitability and applicability of
standards for representation, as well as avenues for future work in the standardisation domain.

The model, the entities, and their interactions are visualised in Figure 1. At a broad and abstract
level, entities can be categorised into Data Subject (DS), Data Controller (DC), Data Processor (DP), and
Supervisory Authority (SA). A Data Subject is an identifiable natural person whose personal data is being
processed, and are the user or recipient of a system or service. A Data Controller is an entity that
determines the purposes and means for processing of personal data under their control. A Data Processor
is an entity that processes personal data on behalf of a Data Controller based on explicitly provided
instructions. A sub-processor is a processor acting under another processor. A Sub-Data Processor is
bound by the same rules as a Data Processor in terms of limiting processing as per provided instructions.
The Supervisory Authority or Data Protection Authority or Regulatory Authority is a governmental
institution responsible for monitoring the application of data protection laws.
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Figure 1: Model of entities and their interactions based on the GDPR (Pandit, Debruyne, et al., 2018)

In addition to these, Data Management (DM) is a virtual entity responsible for the handling and
management of information on behalf of a Data Controller or Processor. In this context, “Virtual” refers
to the DM not being a separate entity in the legal sense of the term, but being distinct from a DC or DP in
terms of functionality and control by virtue of abstraction or automation. An example of a Data
Management entity is the use of automated software for interaction with users in an online service, where
the Data Subject interacts only with the automated DM for exercising of rights. The DM can be an
external interface provided by a third party or a Data Processor contracted by the Controller to act on its
behalf. The DM is of interest as the same set of services can be deployed by different Controllers or
Processors, thereby providing commonality in terms of functionality and information flows. GDPR can
also be interpreted to define more entities such as an Agent or a Representative acting on behalf of
another entity such as the Data Subject or Data Controller, Data Protection Officers, organisations that
issue certifications, and courts and other authorities involved in the compliance process.

Interactions between Entities

An interaction is defined as the exchange of information between two entities irrespective of their type.
An interaction between two entities, even of the same type, can be considered as an interoperability point
if it involves the communication of some information or structured data between them. Understanding the
requirements of this interaction in terms of associated information and context of exchange provides the




basis for exploring opportunities towards standardisation of information practices. In the case of GDPR
compliance, the law itself motivates adopting standard practices in terms of interactions between entities
—such as in the case of Right to Data portability, which is an interaction between a Data Controller and
Data Processor.

Considering all possible combinations of interactions between entities provides a total of six
points of interaction without considering the direction of interaction. Also, by including interactions
between the same entity types, we have 9 points of interactions, excluding those between Data Subjects as
it has no legal basis. For simplicity, we exclude the Data Management functionality as it is a virtual entity
and has no mention or role in the GDPR. Similarly, we also exclude the size (large, medium, small, or
individual) and nature (commercial, governmental, or not-for-profit) of the entity under the assumption
that it has no bearing on the requirements of interoperability within the point of interaction. For specific
domains and business sectors, such as health or finance, additional information is exchanged based on
specific requirements, which requires a more in-depth review of the domain and its applicable laws. In the
case of governmental institutions and organisations that are in a position where information
communication needs to be made available for dissemination to the public, the interaction requires such
data to be in an ‘open’ and ‘consistent’ format, where open is defined as being transparent and
interoperable towards other entities, and consistent is defined as not having temporal changes. Where the
interaction is concerned with provision of commercial services, the exchange of information is more
concerned with consistency, structure, and correctness.

The interactions between a Data Subject and a Data Controller (other than those governed by the
Right to Data Portability), or between a Data Controller and a Data Processor, only require that the
provider provides the consumer with the required information in a format that can be understood and
used. This provided data is not inherently intended to be made available to anyone else (such as a third-
party in this case) and therefore has no requirements in terms of standards as long as the involved entities
agree upon the method for sharing of data. Contrast this with the case where a public body such as the
Supervisory Authority is involved. Communication from Data Controllers or Data Processors with a
Supervisory Authority would have to take into consideration the sensitivity of the private information
being shared and therefore would require secure forms of communications that also require security in
information itself, such as through encryption or establishment of secure channels. Any warning or ruling
by the Supervisory Authority, whether public or private, is also similarly governed by requirements
regarding its sensitivity. While currently the SA publishes details of cases (where publicly available)
along with decisions through a website, the importance of this information provides incentive to represent
it in a more structured format in the future. This representation can adopt existing metadata-rich formats
that are used to publish legal documents such as court proceedings and legislations.

Interactions between Data Subjects and Data Controllers

The interaction between Data Subjects and Data Controllers is one of the critical points of interaction
addressed by the GDPR. The interoperability between these entities involves the Data Subject providing
personal data to Data Controller, which will be in whatever form the Data Controller accepts (by design).
However, the Data Subject also provides consent to the Data Controller (which from a legal point of view
is specified as the Data Controller collecting consent from Data Subject), which needs to follow specific
guidelines stipulated by the GDPR regarding compliance which affects the way consent is collected and
stored. Though this does not restrict how the Data Controller obtains consent from the Data Subject, the
onus is on the Data Controller to ensure the obtained consent satisfies obligations stipulated by the GDPR
for demonstrating the validity of such consent. Therefore, it would be prudent for the Data Controller to
obtain or convert consent into a form that makes this process of GDPR compliance more manageable.
Storing information about obtained consent bings in requirements towards how this information is
structured regarding its representation, storage, and querying and how it can assist in the demonstration of
the required compliance.

The interaction of a Data Controller towards Data Subjects also includes the provision of certain
information as mandated under the GDPR such as that provided under the Right to Access. Data



Controllers also have to provide this information regarding exercising of rights such as the Right to Data
Portability through which a Data Subject can request the Data Controller to provide a copy of their
personal data. GDPR also defines the conditions regarding the provision of this data such as its structure
or format. Additionally, GDPR also provides Data Subjects the right to have their personal data
transferred from one Data Controller to another upon request. The exercising of this right requires both
controllers to have some form of interoperability mechanism for mutually understanding the concerned
data. This extends to the entity generating it as well as accepting or consuming this data. Such
requirements shape the information flow and, therefore, the interoperability of information, and have a
role to play in the functioning of the entity and also towards legal compliance. For practical reasons, it is
impossible for all entities to have an interoperability agreement or arrangement with each other.
Therefore, the provision of such information must be made through open standards and formats that are
also commonly used. GDPR provides the same argument for data provided under the Right to Data
Portability.

Interactions between Data Controllers and Data Processors

For interactions between Data Controllers and Data Processors, or Data Controllers and Data Controllers,
or Data Processors and Data Processors, these already have some ongoing and existing information
exchanges outside of GDPR that involve interoperability as part of an organisation’s operational
practices. Common examples include business arrangements or outsourcing of operations for cost and
profit reasons. While such activities are considered a common industry practice, GDPR explicitly
mentions the categories of information shared in the operation of such services between these entities. An
example of this is the explicit list of instructions provided by the Data Controller to a Data Processor for
processing activities over the personal data it provides. The legal acknowledgment of such information-
sharing makes its documentation important from the point of compliance. This provides an opportunity
for exploring whether a structured and commonly used format can provide advantages to existing
practices regarding the sharing of such information.

An approach suggesting an entirely new or different interoperability model would be difficult to
uptake due to the diversity and variance of existing infrastructures as well as the cost of changing and
adopting them. Therefore, the cost of adopting new practices provides inertia towards keeping existing
methods of operation. It is possible to construct a practical interoperability model based on the existing
practices with a view towards extending them in an achievable and consistent manner for entities
involved. However, this is difficult to achieve in reality due to the earlier mentioned inertia and the cost
of change. Since legal compliance is a necessity and GDPR requires operational changes for its
obligations, this can be exploited in the adoption of the interoperability model. An approach concerning
only that information which is necessary for legal compliance can be proposed as a solution that
augments existing services rather than replaces them. Under this, interactions and exchanges between
entities through new activities as well as changes to existing ones are defined by the requirements
provided by GDPR compliance.

Interactions with Supervisory Authorities

Interoperability as part of GDPR compliance is primarily outlined by the interactions of the Supervisory
Authorities with the Data Controllers and Data Processors. Compliance information refers to the data
required to demonstrate and determine the organisation’s compliance, which legally is acceptable to be in
any suitable form as long as it contains the required information. For organisations, the process of
maintaining, sharing, and demonstrating compliance using this information becomes a challenge as other
entities become involved. For example, under the GDPR, the Data Controller also is concerned with the
compliance of the Data Processor as they are provided with the right to carry out reasonable audits for
ensuring the Data Processor is acting in accordance with its instructions. Legally, the Data Controller is
not responsible for the compliance of the Data Processor. However, since it provides an explicit list of
instructions for activities over its personal data, there is a specific and defined relationship between the



compliance of two entities. This motivates towards looking at alternate approaches that can help with the
compliance aspect of where information and activities are shared across different entities.

One such example is where information is linked to specific activities associated with the
processing of information, which is relevant for compliance. A structured approach that provides an
efficient and effective way of storing, managing, and querying of this information presents a
technologically structured way to use this information in the demonstration of compliance. In addition,
when there are multiple entities involved in the compliance process, the sharing of structured contextual
information related to compliance can assist both entities in the demonstration of their compliance. Such
requirements also shape the information exchanged between entities and are a part of the interoperability
model.

Categorising Information in Interactions

Each interaction point has requirements from multiple GDPR articles that affect the information and
activities associated with governing the interoperability between entities. These can be summarised into
four categories: Requirements, Processes, Data/Information, and Data Formats. A more detailed
exploration of this associates clauses of the GDPR with information and categories and also presents them
in a comprehensive tabular format (Pandit, Debruyne, et al., 2018).

The category of ‘Requirements’ reflects a requirement for interoperability that entities are
expected to follow or fulfill for compliance. GDPR only states but does not stipulate how this requirement
should be fulfilled. The category of ‘Processes’ by contrast, concerns an activity or action as presented in
the clause of GDPR, and which leads to processes for the usage, sharing, publication, or exchange of
information. For example, Article 16 of the GDPR concerns the Right of Rectification that enables Data
Subjects to have their data rectified by the Controller upon request. In this case, the clause specifies the
process of rectification, and the requirement for its provision — without specifying how the right should be
provisioned.

Where the information consists of some structure or categorisation, it is associated with the
‘Data’ category. Where additional information about category or type of data is specified, this is
associated with the ‘Data Format’ category. An example of this is Article 12, which concerns the
provision of information about rights in a concise, transparent, intelligible, and easily accessible format.
In this case, the clause refers to a process for provision of specific information with criteria for it being
valid and compliant.

These requirements do not have a direct bearing on the processing of personal data, but they are
useful towards discussions involving requirements gathering, including communication between entities,
where standards can be compared or evaluated based on compliance with a requirement or the
implementation of a process. For example, Article 30 requires controllers to maintain logs or records of
processing activities. While this can refer to abstract information associated with processing activities, it
can also be used to formulate records of activities into structured information useful towards
demonstration and verification of compliance.

The information associated with information flows can be categorised based on its context and
intended usage into five categories - Provenance, Agreements, Consent, Certification, and Compliance.
These categories reflect information associated with compliance and organisational processes rather than
the personal data that is being processed. The information categories broadly shape and classify the
interaction points between entities and refer to the information exchanged. The classification provides a
way to refer to the specific type or category of information along with its context without explicitly
dealing with specific use-cases or examples of its usage. This abstraction is beneficial towards exploring
broad standards towards its representations, such as those for representing provenance or agreements.

The dependence between these categories and their association with interactions between entities
suggests an argument for creating create more efficient representations that can enable automation. This
can be achieved by integrating the different types of information into a single cohesive model that



operatives at a higher and more abstract level by representing the state of interactions within a system and
highlights points of interoperability internally within an organisation.

This presents the possibility of utilising forms of interoperability between the various information
categories such that they are capable of referencing each other as required. Such a cohesive set of
information forms the basis of the interoperability model, which allows information to be structured
systematically for the purposes of storage, querying, and sharing with others. An example can be seen in
the case of acquisition of consent, where the consent is represented as an agreement that references the
specific processes that will use the data using provenance information while the given consent itself is
also recorded as an event using the same or similar provenance mechanisms. This explicit linking of
inherently related information allows better representation of information and leads to semantic systems
that are capable of intelligent operations. In this case, at a later date, it is possible to identify the given
consent for a specific user from provenance logs and to view the process it was obtained against. This
itself can further be used to determine if an updated consent is required under the terms of the GDPR
upon introducing a change in the process such as an addition of a feature.

Provenance

The provenance information category refers to information about entities and activities involved in
producing some data or artefact, which can be used to form assessments about its quality, reliability or
trustworthiness. This information is related to the compliance for activities that involve some data that
needs to be linked or resolved to the activities that create, use, share, or store it. An example of this is that
of consent together with the activities associated with it that obtain, update, or invalidate the consent. For
demonstrating compliance, it is essential to show that these activities follow the obligations required for
compliance, which requires the presence and maintenance of logs that record the functioning of these
activities. These logs can be modelled as a form of provenance in which case they form the life cycle of
consent tracking its creation (obtaining), use within different activities, how it is stored, and finally its
deletion (invalidation) (Pandit & Lewis, 2017). Compliance then becomes a matter of verifying such
provenance logs to see whether the activities recorded the correct and compliant behaviour (Bonatti,
Kirrane, Polleres, & Wenning, 2017).

Another example is for checking whether one’s consent was validly given, which requires that the
consent should be freely given, be explicit towards specified processes, and must be unambiguous. Since
detecting these conditions for validity of consent is not possible without manual oversight, the artefacts
and processes involved in the obtaining of provenance can be useful in capturing the state of things as
present when obtaining the consent from the Data Subject. Depending on the manner of representing
provenance, the life cycle of consent can then be traced with sufficient granularity and abstraction to link
it with activities that depend on it, thereby making it possible to also determine whether the consent was
used as intended by the terms of the GDPR (Pandit, Debruyne, O’Sullivan, & Lewis, 2019).

As provenance information potentially encompasses all artefacts and processes requiring
compliance, it can be argued that having interoperability with relation to sharing and evaluating
provenance information would greatly benefit the compliance operations for both the organisation as well
as the authorities. Additionally, as compliance itself involves several activities and the creation of
artefacts such as compliance reports, this information can also be defined using a common (i.e., shared)
provenance model for reuse and dissemination. Such forms of interoperability can be used in any
interactions where provenance information needs to be shared or evaluated, such as is also the case with
controllers and processors where there is a need to define activities that need to take place or to maintain a
joint or collaborative record of activities undertaken that involve both entities. This is especially useful
when information needs to be shared that involves life cycles of artefacts such as consent, and personal
data need to be tracked or charted across activities. Provenance defined in such manner has led to
approaches in the existing corpora of work to create a privacy impact assessment template (Reuben et al.,
2016) and a compliance assessment framework (Kirrane et al., 2018).

We mainly identify the use of life cycles for representing the processes and artefacts, whether
internal or external to the organisation, as forms of documentation. This provenance information forms



the basis of other information categories as it involves documenting the use of consent and personal data,
formation of data-sharing agreements, and recording compliance audits and provision of produced
reports. This information is also required to be shared with other entities such as where processors are
required to outline their processes to the controllers, and authorities may request to review processes for
compliance. The use of provenance also allows recording the occurrence of events such as archival and
deletion of consent and personal data which can be vital in the demonstration of compliance.

Data Sharing Agreements

The next category of information we consider is that involving agreements between entities such as that
between a Data Controller and a Data Processor, or a Data Controller and another Data Controller, or a
Data Processor and another Data Processor. The agreements between these entities have to be in a
specific form based on the consideration that they can change depending on factors such as a change in
consent or rights being exercised over the personal data provided under the agreement. Therefore,
exploring the use of smart agreements (Steyskal & Kirrane, 2015) that can work in an automated manner
to a certain extent would benefit systems where a large part of the system can operate on a similar level of
automation to ensure compliance. For example, if a Data Controller receives an instruction from a data
subject to update their consent for certain activities which are handled by a Data Processor, the Data
Controller must update or enforce (depending on the legal term in use to describe the use-case) their
agreement to get the Data Processor to also reflect this change in consent over the personal data and
activities that they have/had received from the Data Controller. Without some form of automation, such
requests would need to be sent and received manually or require manual action, significantly increasing
the work and time required to handle them. With automation involved in the process, the Data
Controller’s system (such as a Data Management interface) can automatically take care of the request by
updating the agreement in place for handling the particular consent and personal data with the Data
Processor, and can also await a receipt or acknowledgement from the Data Processor for the successful
completion of the request. Such agreements that can be iterated, stored, and queried using systems are of
benefit to the involved entities as well as other entities that might wish to introspect the agreements such
as Certification Bodies and Regulatory Authorities. An example of this is data-sharing agreements that
can be explicitly designed to be interoperable based on requirements of the GDPR (Hadziselimovic,
Fatema, Pandit, & Lewis, 2017).

Consent

Consent in the context of the GDPR refers to assent or agreement by the data subject about their personal
data for the proposed processing activities associated with one or more entities. Given consent refers
specifically to the form of consent given by the data subject in relation to their personal data and the
proposed usage by activities. Consent can be considered to be an agreement between the Data Subject and
the Data Controller (or another entity), and can, therefore, benefit from the same approach as described
for implementing data-sharing agreements. This can provide consistency in the application of technology
as well as encourage adoption of uniform standards and interoperability in dealing with similar use-cases.

GDPR specifies specific requirements that guide the acquisition and demonstration of consent for
it to be evaluated as valid (Mittal & Sharma, 2017). These include the stipulation that consent must be
freely given, must be informed, specific, and voluntary. Of these, only the specificity of consent can be
gauged from a given consent in a form such as an agreement. Given consent contains the terms which
have been accepted by the user, which can be used to gauge the specificity of the agreement, and
therefore decide on whether the consent itself was specific or broad under the GDPR. For other
stipulations related to valid consent, it is essential to refer to the process and artefacts used to acquire the
consent to understand the conditions under which the consent agreement was provided to the data subject
and how it was accepted or given or agreed.

For example, in cases where the consent is acquired through a web-form, the entire web-page
may need to be preserved to demonstrate that the consent acquisition process complied with the
conditions under the GDPR. Therefore, while the given consent may be represented in any form, it also



has to be linked to the processes responsible for acquiring the consent. Additionally, any revision of
consent data such as when updating or revoking consent also needs to be stored in a way that can be
linked to the processes involved in the change as well as linked to the original consent. This is important
as a matter of compliance as GDPR enforcement may require demonstration that a change in consent was
carried out correctly, which is only possible through introspection of what the original and changed
versions of the consent are. This also introduces the dependency-like relation between data processes and
consent where consent should be inherently linked to the processes that depend on it. For example, if the
process of using personal data to send emails is dependent on the consent obtained from the user at the
time of registration, then it is vital to show that the two are linked together, i.e. the emails are only sent
based on the given consent. Such a system must also be able to demonstrate that updated consent has
immediate effect on the processes that depend on consent.

These requirements show the inherent dependency of consent and personal data along with the
processes involved, which presents a strong argument for representing them together using the same
method of provenance. Such a method of capturing the various stages of consent and personal data as life
cycles involving processes and artefacts would enable documentation representing the model of the
system as a whole. The individual records or logs of activities can then be instantiated based on the model
to capture user or event-specific information.

Compliance

Overseeing compliance is an ongoing and continuous process and is specified within the GDPR as an
activity to be undertaken by an organisation at certain times. While the interpretation of the law by
entities in terms of compliance may vary from use-case to use-case, it is clear that a responsible entity
should ensure that all its activities are compliant at all stages of operation. This can be achieved by having
proper practices and processes regarding evaluation of compliance from the design stage at the earliest.
Such processes ensure that a new service or change in an existing service is compliant before they begin
the operation. Several people might be involved in the design and operation of the system, but the
responsibility of ensuring the compliance falls on the management or the/a Data Protection Officer (DPO)
if appointed (Article 29 Data Protection Working Party, 2016a). In any case, such checks of compliance
are integral to audits, done by the organisation itself or by a third-party hired by the organisation, for
ensuring the activities meet the required compliance towards legal obligations, and are overseen by the
Data Protection Officer (Korff & Georges, 2019). A record of such activities and its outcome is,
therefore, an essential outcome of such audits or compliance processes and forms part of the compliance
information maintained by the organisation. Such information would prove to be helpful for supervisory
authorities who might wish to inspect the activities of an organisation and determine responsibility in
cases where multiple entities are involved.

The information associated with compliance-related activities can be represented as provenance
information though the processes and artefacts involved in this case are different from those related to the
consent and personal data life cycles. To a certain extent, depending on the structuring of compliance
activities, it is possible to consider the compliance-related activities as part of a compliance life cycle
where the outputs of activities such as reports can be mapped along a timeline using provenance methods
similar to those previously outlined. There might be additional requirements for ensuring the security and
integrity of such records, though this probably would not have any bearing on the depiction of the
information itself. Instead, any concerns related to the data being tampered or accessed without proper
authorisation can be mitigated through proper storage and handling of this information. This also allows
the provenance representation required for compliance life cycles to be consistent in its purported use-
case with those related to provenance of consent and personal data life cycles.

Certifications

GDPR has provisions for seals and certifications that can help organisations with a measure of
compliance as well as good practices. These have a maximum validity of three years and have certain
conditions or criteria for the creation and issuing of seals and certifications pertaining to GDPR
compliance. The seal or certification does not reduce or impact the responsibility of the controller or



processor for compliance with the GDPR but acts as a method of displaying or providing information
regarding compliance. The exact nature of such seals and certifications and their role concerning
compliance-demonstration to the authorities is still under consideration (European Data Protection Board
(EPDB), 2019).

An existing example of such a mechanism is European Privacy Seal (‘EuroPriSe’, 2019), which
carries out an audit of an organisation before providing a seal that is accompanied by a public report
published on its website describing the process. The document describes the processes and their
compliance with respect to GDPR obligations. While the document itself may be sufficient to
demonstrate certain facts regarding the organisation’s processes, the fact that it is not published in a
format that can be reused by the organisation restricts its usage. The organisation who was the subject of
the report has only the option to refer to the report through a legal form of citation.

There are several areas of interest where the information included in the report can be structured
for representation in a manner that makes it easy to store, access, query, and, most importantly, share with
other entities. For example, if a particular process is responsible for sharing personal data between a
controller and a processor, where the processor’s processes for handling the said data have been audited
through a report, then this information may prove to be sufficient for an agreement between the two
entities. However, any such audit and its accompanying report having a validity of a maximum three
years require the controller and processor to investigate their respective agreements at the end of this
report. Agreements hence need to consider this process as a requirement that hinders the automatic
resolution of agreements between the two parties. One way to mitigate this is to keep this requirement out
of the automation, in which case the agreements would continue to operate even when the report validity
has lapsed. Another case is where processes change, and the processor must renew its certification. If it
can demonstrate the changes in its processes, the reports can be linked to the version or iteration of
process it evaluated, thereby also providing a way for agreements to view and use this information. Even
without use in automated agreements, structuring such information provides motivation for its use within
organisation for compliance-related tasks by cross-linking or cross-referencing the information in
documentation that can be continuously updated.

EXISTING STANDARDS

When identifying new areas of information representation and standardisation, it is important to
acknowledge the importance of reuse and commence by identifying (established) prior work, such as
existing standards, and their relevance to the interactions and interoperability discussed previously. At the
same time, taking an overview of work carried out within industry, as well as organisations and bodies
involved in creating and overseeing standards, and academia allows an outlook into efforts towards
standardisation effort. This section provides a summary of existing standards and efforts as applicable for
GDPR with a specific focus on their being open for fostering better community participation and
adoption.

International Organisation for Standardisation (1ISO)

ISO is an international independent non-governmental body composed of representatives from its
members’ national standards organizations. As such, it represents a global standard-setting body and is
widely utilised by the industry and community. While ISO standards are not free (a fee is required to
access a standard), their use represents a global agreement, and such is lucrative for large organisations
which operate in multiple jurisdictions.

The ISO/IEC 27000 (Disterer, 2013) series concerns Information Security Management Systems
and is mostly relevant for the documentation of technical and organisational measures referred to by
Article 32 of the GDPR. ISO/IEC 27001 (Lopes, Guarda, & Oliveira, 2019) is a standard for information
security management systems and defines information security risks with appropriate measures and
controls. It outlines specific requirements and controls to ensure appropriate controls are in place to
manage risks to the processing operations, which in the context of GDPR includes personal data.



ISO/TEC 27018 (de Hert, Papakonstantinou, & Kamara, 2016) is a standard concerning
‘Personally Identifiable Information (PII) on Public Clouds’, which makes it applicable to any processing
utilising the cloud. It builds on the abstract control mechanisms defined in ISO/TEC 27002 to specify
security issues related to personally identifiable information stored in the cloud. It specifies privacy
principles such as consent and choice, purpose legitimacy and specification, rights to access and delete
data, information disclosure, and transparency. As such, it addresses several of the requirements for
GDPR compliance (Tzolov, 2018), and is intended to be a valuable tool in the compliance certification
process. The latest iteration, ISO/IEC 27018:2019, clarifies that it specifies additional controls and
guidance for processing which is to be certified with ISO/IEC 27001, rather than a standard on its own.
ISO/TEC 27018 corresponds to the ongoing efforts by regulatory bodies to establish uniform collection of
standards for processing undergoing in the cloud.

While ISO standards enable agreement over the presence of information and conformance to
standard business practices, how this information should be communicated to entities in an interoperable
format is not addressed. For example, if a Controller wishes to engage a Processor to carry out some
processing and requests information on the technical measures it utilises, the Processor can specify being
certified against ISO/IEC 27002 (and 27018) to provide assurance against a standardised set of practices.
This can be through a document or a spreadsheet or a list of measures undertaken — that outlines the
necessary information in conformance with the ISO standard and is provided by the Processor to the
Controller as documentation of its technical measures. While this is sufficient to fulfill legal obligations
and business practices, the information can be better represented in an interoperable format to integrate
into systems for compliance.

World Wide Web Consortium (W3C)

The World Wide Web Consortium, abbreviated as W3C, is the standards body responsible for
information exchange on the Web, which itself is based on the standards and protocols of the Internet.
Due to the ever-increasing usage of the Web as a medium for providing services and information, it is
important to consider standards that can be readily integrated into mediums such as web pages and web
services that form the backbone of interoperability for many organisations, both commercial as well as
public institutions. An example of this is email, which is ubiquitous with the Web and illustrates how
standards can foster better interoperability. W3C terms its standards as ‘Recommendation’ to signify its
agreement over time by community and members, which reflects its recommended usage rather than
adoption as a requirement.

For representing information, W3C has several standards regarding data formats such as XML,
CSV, and JSON. These formats provide specifications for the encoding of information into interoperable
data streams. The Resource Description Framework (‘RDF 1.1 Primer’, 2014), or RDF, is a family of
specifications that were initially defined as a metadata model but has since been used to model
information as web resources. RDF supports several data serialisation formats, including XML and JSON
(through JSON-LD), making its usage and adoption easier for information interoperability. RDF allows
expression of facts as triples consisting of the subject-predicate-object pattern. This allows the expression
of knowledge as a directed graph using a collection of RDF statements, which enables sharing data
representations in a consistent manner.

The Web Ontology Language (‘OWL 2’, 2012), or OWL, is a family of languages for knowledge
representations and modelling ontologies using formal semantics built upon RDF. The use of OWL to
build schemas (or ontologies) allows the expression and inference of knowledge as well as the use of
semantic reasoning. This has attracted interest in the academic as well as industrial community, and there
are several public ontologies, with notable examples found in the library and bio-science domains. For
querying information declared using RDF, there are mechanisms such as SPARQL (‘SPARQL 1.1 Query
Language’, n.d.) and XQuery (‘XQuery’, 2017) that operate on standardised forms of data (RDF and
XML respectively). Approaches for validating the structure of information defined using RDF include the
Shapes Constraint Language (Knublauch & Kontokostas, 2017), which is a W3C Recommendation. To



take advantage of the interoperability offered by commonly used formats such as CSV and JSON, there is
ongoing work in creating a standard combining these approaches with RDF. Notable examples for this
include CSV on the Web (Tennison, 2016) and JSON-LD (‘JSON-LD’, 2014). As their names imply, the
former uses CSV and the latter JSON. The reuse and combination of standards provide interoperability as
well as commonality towards the underlying technology utilised to create, store, and query information
represented by these standards. This demonstrates the advantage of combining existing standards towards
additional functionality and semantics while ensuring their backward compatibility for technical adoption.

In terms of GDPR, and the information categorised discussed earlier, W3C standards enable the
representation of information based on standards that enable machine-readable metadata using RDF,
querying using SPARQL and validation using SHACL. In addition, OWL can be used to formulate logic
into the metadata to express the interdependencies and relationships inherent in the data. This is
especially relevant with the recent interest and trend towards utilising knowledge-graphs where capturing
semantics and relationships in the data is of essence. In such a system, GDPR compliance is based on
utilising the system to identify the essential information and associate its adherence and validation
towards specific clauses for compliance. This has made possible by interpreting the text and concepts of
the GDPR itself as machine-readable metadata using RDF in order to link or associate information with
its specific clauses (European Union, Publications Office, & ELI Task Force, 2015; Pandit, Fatema,
O’Sullivan, & Lewis, 2018)

The Provenance Data Model (Lebo et al., 2013), or PROV, is a W3C Recommendation that
provides definitions for interchange of provenance information, which consists of entities and relations
between them such as “generated by”, “derived from”, and “attributed to”. PROV was designed to be
generic and domain-independent and needs to be extended to address the requirements to represent
workflow templates and executions. There are existing approaches in academia that utilise PROV for
representing provenance information related to GDPR. Examples include representing the state of a
system as a template (Pandit & Lewis, 2017) and representing and maintaining processing logs (Kirrane
et al., 2018).

The Open Digital Rights Language (Iannella & Villata, 2018), abbreviated as ODRL, is a W3C
Recommendation for policy expression language that provides a flexible and interoperable information
model, vocabulary, and encoding mechanisms for representing statements about the usage of content and
services. The ODRL Information Model describes the underlying concepts, entities, and relationships that
form the foundational basis for the semantics of the ODRL policies. Policies are used to represent
permitted and prohibited actions over a certain asset, as well as the obligations required to be met by
stakeholders. Policies may furthermore be limited by constraints (e.g., temporal or spatial constraints),
and duties (e.g. payments) may be imposed on permissions. ODRL can be utilised for representing
agreements, which can include both data sharing agreements as required for Data Controllers and Data
Processors, as well as for interpreting GDPR requirements as a policy for compliance checking (Vos,
Kirrane, Padget, & Satoh, 2019).

ISA?

The Interoperability solutions for public administrations, businesses, and citizens, or ISA2, is a
programme that develops and provides digital solutions that enable public administrations, businesses and
citizens in Europe to benefit from interoperable cross-border and cross-sector public services. The
programme was adopted in November 2015 by the European Parliament and the Council of European
Union. ISA? is the follow-up programme to ISA, and aims to ensure interoperability activities are well-
coordinated at EU level through a structured plan consisting of a revision to the European Interoperability
Framework (EIF) and the European Interoperability Strategy (EIS), along with the development of the
European Interoperability Reference Architecture (EIRA) and European Interoperability Cartography
(EIC) solutions.

The effort has produced a set of ‘Core Vocabularies’, maintained by the Semantic Interoperability
Community (ALEKSANDROVA, 2016), or SEMIC. Those vocabularies provide a simplified, reusable



and extensible data model for capturing fundamental characteristics of an entity in a context-neutral
fashion. Existing core vocabularies include ways to define attributes for people, public organisations,
registered organisations, locations, public services, the criterion and evidence required to be fulfilled by
private entities to perform public services, and a public event vocabulary. SEMIC has also developed the
DCAT Application Profile (DCAT-AP), based on the DCAT specification, for describing public sector
datasets in Europe to enable the exchange of descriptions of datasets among data portals. GeoDCAT-AP
is an extension of DCAT-AP for describing geospatial datasets, dataset series, and services, while
StatDCAT-AP aims to deliver specifications and tools that enhance interoperability between descriptions
of statistical data sets within the statistical domain and between statistical data and open data portals. The
Asset Description Metadata Schema (ADMS) is a vocabulary to describe and document reusable
interoperability solutions, such as data models and specifications, reference datasets, and open-source
software. The objective of ADMS is to facilitate the discoverability of reusable interoperability solutions
to reduce the development costs of cross-border and cross-sector e-Government systems.

Emerging efforts

Along with efforts towards establishing standards and requirements, the analysis of existing work is also
important to identify the potential for reuse and essential drawbacks for adoption. To this end, there have
been several critical studies that provide an overview of legal ontologies to date (Leone, Di Caro, &
Villata, 2019; Rodrigues, Freitas, Barreiros, Azevedo, & de Almeida Filho, 2019) that present the state of
legal ontologies and their usage in the community. At the same time, there are efforts to automate the
association of legal requirements with applicable standards — specifically those regarding GDPR and ISO
(Bartolini, Giurgiu, Lenzini, & Robaldo, 2017). This provides an important step in the automation of legal
compliance by enabling machine-readable and queryable information regarding applicable standards for a
specific legal clause. Furthermore, existing work also addresses the requirements of metadata (Wenning
& Kirrane, 2018) and standardisation of legal notation associated with compliance (Governatori, Hashmi,
Lam, Villata, & Palmirani, 2016).

Data Privacy Vocabulary

The Data Privacy Vocabulary (Pandit & Polleres, 2019) is a work-in-progress effort by the W3C Data
Privacy Vocabularies and Controls community group to provide a standardised vocabulary to represent
instances of legally compliant personal data handling. It provides a modular vocabulary consisting of
concepts for defining personal data categories, purposes of processing, categories of processing, technical
and organisational measures, legal bases, recipients, and consent. The vocabulary is defined using RDF
and OWL for encapsulating logic and relationships between concepts, which also enables extending it in
a compatible manner to define domain-specific use-cases. For example, the vocabulary can be extended
for the finance domain by defining the required additional concepts using the W3C standardised
mechanisms. Such extensions will remain compatible with the original concepts in the vocabulary while
providing domain-specific extensions in the form of a concept hierarchy or ontology. The vocabulary fills
an important gap in terms of providing unambiguous definitions that enable interoperability of semantics
within the privacy domain.

Consent Receipt

Consent Receipt (Lizar & Turner, 2017) is a standard developed by the Kantara Initiative for representing
the consent given by an individual concerning the processing of their personal data. The standard defines
the creation of receipts based on equating the giving of consent to a transaction, similar to how a receipt is
generated at the end of purchase and payment. The specification requires the receipt to be in human-
readable and machine-readable formats for expressing information using predefined categories for
personal data collection, purposes, use, and disclosure. In its current state the consent receipt does not
address the requirements specified by the GDPR. However, the receipt itself is based on the ISO/TEC



29100 privacy framework and is being discussed for further development in the context of ISO/IEC
29184 regarding online privacy notices and consent.

Data Transfer Project

The Data Transfer Project is an on-going effort to create an open-source platform to facilitate the Right to
Data Portability between online services across the Web. Contributors include technology giants such as
Apple, Facebook, Google, Microsoft, and Twitter. The code for the platform is currently hosted on
Github. The technical approach concerns extracting different information through the available APIs of a
service and translating the data to the target platform through the use of intermediate codes or services.
The project represents the first step towards an industry-led effort to address the Right to Data Portability
and interoperability of information on the Web. At the same time, even though the project was started on
July 2018, over a year ago, it has no visible deliverables to date in August 2019.

The Future: An argument for Semantic Interoperability

SEMIC (and EIF) define Semantic Interoperability as the preservation of meaning in the exchange of
electronic information (ALEKSANDROVA, 2016). In the context of information exchange, the sender
and receiver should understand and interpret information in the same way. Semantic interoperability is
achieved through establishment of shared agreements on the meaning and context of information
exchanged. These agreements are usually formalized in an artefact called an ontology, vocabulary, or
schema. Systems that have semantic interoperability can exchange information in a more flexible manner
due to the nature of interpretation being based on a shared agreement for the provision of context. Such
context can be represented as metadata describing the system and providing information regarding both
the content and the context.

Concerning the Right to Data Portability, GDPR only stipulates that the provided data be
intended towards enabling interoperability. The Article 29 Working Party in its guidelines (Article 29
Data Protection Working Party, 2016b) observes that where there are no commonly used formats used
within a particular domain or context, Data Controllers should provide personal data in commonly used
formats such as CSV, JSON, and XML, along with useful metadata at the best possible level of
granularity. This metadata should be used to accurately describe the meaning of the exchanged
information to make the function and reuse of data possible. The guidelines further call for cooperation
between industry stakeholders to adopt a common set of interoperable standards and formats to deliver
the requirements of the Right to Data Portability. Therefore, there needs to be an initiative to go beyond
the requirements of providing the data in interoperable formats such as CSV and XML and to work
towards the establishment and adoption of semantic metadata.

One possible solution is to utilise existing data formats and extending them to support additional
contextual metadata. Examples of this are the CSV on the Web, which augments the CSV data format,
and JSON-LD, which encodes RDF in JSON format. Adopting such data formats is easier for existing
systems that already support their native formats (CSV and JSON respectively) and can provide the
necessary mechanisms for representation of data semantics.

The creation of appropriate metadata to describe information should follow the general guidelines
from established methods such as the Semiotic Information Theory (Stamper, 1996), which considers the
information content of signs and expressions. In this case, the information content represented by the data
would replace signs and expressions in the theory. The structuring of information according to this theory
can be represented through Stamper’s Semiotic Ladder (Stamper, 1996) , which is a framework provided
by semiotics to discuss and prescribe practical and theoretical methods for the design and use of
information systems. This requires agreement between various stakeholders on the creation and adoption
of schemas, ontologies, and vocabularies for their respective domains.

The adoption of such semantic metadata would enable better interoperability between systems in
terms of requesting data from different providers under an open and shared semantic base. An example of
this is requesting a user's profile information from different providers, where a profile contains personal
information such as name and email as well as information such as address and references to other social
media accounts. This information can be of relevance to generic services such as contact books as well as



for specialised services such as other social media services. By using a common vocabulary to define
these pieces of information, a single query can retrieve the information from multiple services, as well as
provide it in a manner such that it can be identified by generic as well as specialised services.

A prevalent example of semantic interoperability can be observed on the Web through
schema.org (‘Schema.org’, n.d.), which is a collaborative community effort towards creating and
maintaining schemas for use on web pages. Its primary use is to act as a shared vocabulary for metadata
on websites that will assist search engines understand the content on the website. A similar effort needs to
be undertaken to define interoperable metadata for content being provided as part of the Right to Data
Portability, and by extension, other aspects of the GDPR.

CONCLUSION

This chapter presented an exploration of data interoperability based on entities and obligations driven by
the General Data Protection Regulation (GDPR). The discussion of other interactions between entities
and the categorisation of information flows at such interactions presents sufficient motivation for further
work towards identifying commonality and working towards standardisation of information and services
based on the requirements of legal compliance with the GDPR and other legislations.

The chapter also provided an overview of existing standards and efforts towards standardisation
of information and their relevance with the ecosystem brought about by the GDPR. The promise of
automating compliance and its related services and systems provides an argument to also drive efforts for
the other information categories identified within the chapter. At the same time, incorporating semantics
into information enriches the existing information exchange and enables the creation and utilisation of
services with greater flexibility and functionality. For example, a Data Controller can be utilised semantic
representations of their system to create interoperable information for documentation of compliance,
drafting of privacy policies, and agreements with processors — based on the commonality of information
involved and the necessity to exchange this information with other entities. There are existing efforts that
are working towards such semantic interoperability and are driven by the various stakeholders including
academia and industry. While GDPR itself is a highly contextual domain for services and approaches, it
also presents a promising avenue for further standardisation efforts driven by economic and legal
incentives.
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