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ABSTRACT

There is increasing academic interest in and commercial develop-
ment of care agents to assist with the care of the elderly in the home.
This paper defines some of the under-explored questions and issues
relating to trust. It raises specific questions to instigate debate and
recommends directions for future research in the domain.
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1 INTRODUCTION

Trust is one of the biggest factors in the successful adoption of new
technologies or services such as home care agents for the elderly
[18]. Trust in a care agent can be defined as a perceived value placed
on an agent that it will help the trustee achieve their goals [9, 28].
Whether physical agents, embodied avatars, or disembodied voices,
home care agents are designed to provide the elderly, or those
otherwise in need of care, with assistance in their day-to-day tasks,
monitoring for safety, and social interaction [27]. Rapid population
aging, already a factor in much of western Europe and Japan, is now
beginning to affect developing nations such as Brazil and China
[3, 16]. Governments, academics, and commercial organizations
believe that one method of catering to the needs of the increasing
numbers of elderly people is the development of home care agents
to enable the elderly to live independently in their homes for longer.
This paper delineates and defines some of the problem areas relating
to trust to instigate debate and research.

2 ISSUES AND QUESTIONS OF TRUST

We discuss eight broad, overlapping, and interconnected areas of
concern relating to trust of care agents in the homes of the elderly
that are yet to be fully explored.
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2.1 Security

Many commercial and academic proposals envision home care
agents as always on [21], mobile or ubiquitous [24], personalized
agents [29], which may be integrated with social media, news feeds,
calendars, email, and even health records. Recently there has been
greater awareness of the significant security issues with Internet of
Things home devices [25]. However the risks relating to lighting,
heating, and home appliances pales in comparison to the security
risks inherent in many of the envisioned care agents. There is
some research being undertaken in this area [5, 22], but it has
yet to sufficiently analyze all of the issues. At the very minimum,
identifying the location of care agents would identify the homes of
at risk elderly users who are alone. Other concerns include a single
point of access to extensive personal data.

2.2 Legal Issues

Legal issues as yet insufficiently explored fall into three categories.
The first relates to defining who is the ‘user’. Is it the family mem-
ber or primary carer of the elderly person? Is it the elderly person
themselves? This could have significant ramifications on the do-
main. The second relates to consent. There is insufficient research
on elderly users’ consent to have such devices in their home. Issues
include whether the person the care agent is bought and installed
for, is fully aware of the care agent’s abilities, especially relating
to what personal services it is integrated with, its monitoring fa-
cilities, how and where the data is stored, and who has access to
it. On the other side of the argument is the end user’s cognitive
abilities and their care needs. The third category relates to liability.
Many of the envisioned commercial and academic care agents aim
to undertake tasks such as medication reminders or monitoring of
ongoing health issues such as memory decline. They will also store
private data and may be connected to the user’s social media, email,
and other facilities. There are a broad range of issues yet to be
explored in the areas of liability. These issues can affect the family
or person who bought or installed the care agent in the user’s home,
the company providing them, and the elderly user. This is further
complicated by the fact that the user may have limited cognitive
function and may not understand the capabilities of the agent or
have fully consented to its installation. This question somewhat
mirrors issues around responsibility and liability in the self driving
car industry [12, 13].

2.3 Sharing of Personal & Medical Information

While care agents may not be explicitly marketed as medical devices,
many of the services they aim to provide are in the health domain
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and would usually be provided by a home carer, nurse, or family
member. This raises a range of concerns over who has access to
an elderly family member’s medical data and advice. In Medicine
and Law there are established guidelines and practices such as the
HIPAA Privacy Rules in the US [8], and Professional Conduct rules
which govern medical and legal experts as to what information can
be released to or discussed with the family and friends of those in
need of care for their best interests. Currently no known guidelines
exist for home care agents. Existing research on when, and how
patients choose to share information [17] needs to be expanded to
include care agents.

2.4 Privacy and Ethics

Privacy and ethical concerns are probably the most explored area
relating to trust in home care agents [6, 23, 33]. When agents are
deployed correctly, the elderly user can perceive home care agents
and their monitoring as being necessary to enable them to continue
to stay in their homes. However, privacy violations have resulted in
shattered trust and requests to stop services [7]. However, there are
still many under-explored questions and issues relating to privacy
and ethics and their impact on trust in care agents. These include:
Who has access to information collected by the care agent? Who
has a right to monitor it? What private information can a care
agent mine to improve interactions with the person they are caring
for? Some of these questions have similarities to the questions and
issues faced by parents in relation to monitoring a teenager’s phone
or Internet access. In both instances they come down to balancing
privacy and ethics with whether the person is capable of making
independent decisions in their own best interests.

2.5 Family and Carer Trust in Care Agents

To the best of our knowledge, no significant research has been
undertaken on trust in care agents by the family or primary carers
of the elderly. In order for care agents to be successful, the family
or primary care givers must have complete trust in its abilities,
especially for critical tasks such as medication reminders or fall
alerts. Questions which have yet to be explored include: What
happens if all the family do not want a care agent installed? Who
sets them up? Who is responsible? Who controls settings? What is
monitored and stored? Who has access to data and medical updates?
These questions are not new. They are an evolution of existing
questions and issues many families have to deal with relating to
provision of home carers for an elderly parent, or admission to
long-term care facilities.

2.6 A Focus for Distrust?

Trust is central to acceptance of new technology [18]. Factors which
impact trust have been extensively studied to increase adoption
[2, 32]. Major areas of research include: voice characteristics, ex-
pression and gesture, personalization, agent persona, and reliability.
However, there are still significant gaps in the literature relating
to trust. Elements which could impact trust in care agents include:
whether the elderly see care agents as being too invasive or as mon-
itors, whether they are seen as a means for their children or family
to unburden themselves, or whether they are seen as a sign of their
aging, increasing infirmity, or loss of independence. ‘Parenting the
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parent’ is a common phenomenon involving a reversal of roles [14].
This should be looked at from the point of view of the parent who
may feel a loss of autonomy.

2.7 What Happens when Trust is Broken?

Increasingly commercial companies and academics describe a future
where care agents are ubiquitous in the homes of the elderly or
those otherwise in need of care. Trust is known to be important
for successful relationships between the elderly and home care
nurses [30]. There is also a significant body of research on how to
repair such broken relationships [15, 19]. It has also been shown
that when trust is broken between humans and technology, it turns
to distrust, and users will actively avoid the technology or service
[11]. However, very little research is being undertaken on what
would happen if trust is broken between home care agents and the
elderly and and the effect it will have on their use and adoption.
What trust repair strategy should be adopted? Will they work?

2.8 Do the Elderly Actually Want Care Agents?

While this seems like a relatively simple question, a review of the
literature failed to identify any studies specifically asking it. Despite
the breadth and depth of studies on embodied and disembodied
agents in the home, most studies tend to focus on identifying spe-
cific tasks users want help with [20], users expectations of robots
roles in their lives [10], expectations of smart home sensors [4], or
care agents’ usefulness, ease of use, and ability to help the user ac-
complish tasks [26]. There are many tough questions in elderly care,
such as those relating to decisions to leave the home [1], or those
relating to palliative care and end of life choices [31] which have all
been investigated. Thus it is surprising that such a relatively simple
question has not been asked. One possible reason for this is that
society and the researchers and commercial companies developing
such care agents do not want to know the answer. Care agents are
most often seen as a means to monitor, provide company, assist
in tasks, and to help aging parents stay in their home. Historically
these are the tasks of the children or extended family. However,
due to societal changes this is often no longer practical. The devel-
opment of care agents is seen as a long term cheaper alternative
to employing a home carer or putting the elderly into care homes.
There are also practical reasons for their development including
rapidly aging population in many countries and a decline in the
number of young people to care for the elderly. This question is
important as it is unlikely that users will ever properly trust agents
which they do not actually want in their homes no matter how
personalized, useful, friendly or effective they are.

3 CONCLUSION

There is little doubt that there will be increased development and
use of personalized care agents to aid in the care of the elderly in the
home. This paper has defined eight overlapping and interconnected
areas where there are significant issues and questions that can affect
trust, one of the most important factors for acceptance of a new
technology or service. While there is a broad range of research
relating to trust in the domain, most of it is focused on identifying
methods to increase trust in the agent rather than larger issues.
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